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A B S T R A C T   

The adoption of the new Directive (EU) 2022/2557 on the resilience of critical entities has raised the question of 
how to assess the level of resilience of these entities in relation to current security threats. Until now, approaches 
have focused only on assessing the resilience of critical infrastructure elements. However, the new Directive 
exemplifies the need to pay attention not only to the element resilience, but also and more importantly to the 
resilience of their owners and operators, i.e., critical entities. Based on this fact, the authors of the article created 
a tool for Critical Entities Resilience Failure Indication (CERFI Tool). The essence of this tool is a probabilistic 
algorithm that predicts the relationship between the threat intensity and the protective part of critical entity 
resilience through indicators (to be created by the assessors themselves). The result of this prediction is an 
indication of the critical point of failure of the critical entity’s resilience in phases of prevention and absorption 
of impacts. The CERFI Tool thus contributes to increasing the safety of technically oriented infrastructures, 
especially those of an energy and transport nature. The paper concludes with an example of the practical 
application of the developed tool on a selected critical entity in the energy sector.   

1. Introduction 

People living in large urban agglomerations are increasingly 
dependent on a reliable supply of essential services that are necessary to 
maintain vital social functions and economic activities, along with 
public health and safety services (Directive (EU), 2022). These essential 
services are provided through critical infrastructure (CI), which can be 
classified as technical and socio-economic. The most important tech
nical CI systems have long included energy and transport (Council 
Directive, 2008). For example, the energy sector was identified as a 
uniquely critical sector in 2013 (The White House, 2023), as a failure of 
its services would cause cascading impacts on the provision of essential 
services of all other CI systems (Vichova and Hromada, 2019; Rehak 
et al., 2018a). 

Owners or operators of CI systems are referred to as critical entities. 
The ability of these critical entities to prevent, respond to, withstand, 
mitigate, absorb, adapt to and recover from incidents is referred to as 
resilience (Directive (EU), 2022). This resilience can be perceived on 
two basic levels. The first level is technical resilience, which focuses on 

the physical protection of CI elements (NIAC, 2009; Kampova et al., 
2020). The second level is organisational resilience, which is concerned 
with the managerial and procedural areas of critical entities (ASIS, 2009; 
Rehak, 2020). However, the same determinant components can be 
identified for both types of resilience, which are resistance, robustness, 
recoverability and adaptability (Rehak et al., 2018b; Rehak et al., 
2022a). 

In the context of the timeline, resistance can be seen as the most 
important resilience component, whereby resistance is perceived as the 
ability of a critical entity to prevent an incident from occurring, whereas 
the essence of robustness is the absorption of the effects of an incident 
that has already occurred (Rehak et al., 2022a). The resilience of critical 
entities is currently determined by several important approaches. These 
include emergency preparedness (Philpott, 2016), risk management 
(ISO 31000, 2018), activities taken by an entity to define the hazard 
environment to which elements of the CI are exposed (Carlson et al., 
2012), monitoring (Tracht et al., 2013) or a physical protection system 
(Kampova et al., 2020). All of these approaches have been successfully 
applied in practice, but their predictive potential in relation to an 
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impending incident is very low. For this purpose, approaches based on 
the use of indicators in the context of CI resilience are clearly more 
appropriate (Rehak and Splichalova, 2022). 

A number of methods and tools are currently used within the CI 
systems that use indicators to detect weaknesses, measure and assess 
resilience, or evaluate its security or vulnerability. The most prominent 
of these is a method in which individual questions asking about specific 
resilience-related issues are considered to be indicators (Øien et al., 
2017). Through these questions, they try to define whether the system is 
sufficiently resilient. In contrast, static resilience assessment methods 
(Rehak et al., 2019; Nan and Sansavini, 2017; Kozine et al., 2018) use 
indicators to obtain information about the integrated level of resilience 
and also to model the failure behaviour of infrastructure systems. 
A different perspective is provided by holistic methods (Mazur et al., 
2019; Fu et al., 2021), which identify indicators based on their benefits 
for enhancing resilience and stakeholder preferences. Another approach 
is to define indicators based on economic aspects, which are presented in 
a three-dimensional form, namely functionality, time and cost (Abbas
nejadfard et al., 2022). 

It is also common practice to use indices, which can then be 
considered as a specific type of indicator that is also able to identify 
significant shortcomings and weaknesses that can threaten the func
tionality of infrastructure systems. The Resilience Measurement Index 
can be considered as one of the most important indices, which is com
plementary to other indicators such as the Vulnerability Index (Collins 
et al., 2011), the Protective Measures Index, the Consequences Mea
surement Index (Petit et al., 2013), and the Total Resilience Index 
(Mottahedi et al., 2021). 

Therefore, the essence of all the methods and tools presented above is 
the assessment of the static resilience/vulnerability level (i.e., the level 
at the time when the element is not exposed to any incident) in order to 
identify weak points of the assessed CI elements. Such an approach to CI 
protection has certainly been correct in recent years, but in the context 
of the new Directive (EU) (2022) it is necessary to shift the focus to 
critical entities. As a result of this change, it is now possible to view CI 
resilience in an integral way that links technical and organisational 
resilience into a single unit. In this context, it is also appropriate to 
redistribute indicators from the current CI elements to a new position 
located between threats and critical entities. 

On the basis of these newly established conditions, research was 
launched in 2020 on the indication of CI resilience failures in the energy, 
transport and ICT sectors. As a result, the CERFI Tool was developed to 
enable the predictive indication of failure of critical entity’s resilience in 
phases of prevention and absorption of impacts. The essence of this tool 
is to link the knowledge of threats and the protective part of resilience. 
Based on this information, entities can detect the most significant threats 
that could cause a failure in the delivery of their essential services. 

2. Perceptions of resilience in relation to the new Directive (EU) 

The first professional definition of infrastructure resilience was 
published in 2009 (NIAC, 2009). However, following the implementa
tion of the new Directive (EU) (2022), the perception of resilience in CI 
systems is changing. Until now, resilience has been associated mainly 
with technical elements of CI (Council Directive, 2008; NIAC, 2009; 
Setola et al., 2016; Rehak et al., 2018b). However, as of the end of 2020, 
it is starting to be seen primarily in the context of critical entities 
(Proposal for a Directi, 2020). A fundamental change is the extension of 
technical resilience to a new dimension that focuses on the resilience of 
the entity itself. This resilience is referred to as organisational and is 
explicated as “the ability of an organisation to anticipate, prepare for, 
respond and adapt to incremental change and sudden disruptions (in
cidents)“ (Denyer, 2017). Organisational resilience can also be expli
cated as the ability of an organisation to absorb and adapt to a changing 
environment (ISO, 2017) or to survive and strengthen in times of crisis 
(Seville et al., 2008; Gonçalves et al., 2019). 

In the context of this change, it is necessary to reclassify the factors 
that determine resilience. Currently, these factors are defined in two 
groups of documents. The first group is publications related to resilience 
assessment of CI elements (Hromada et al., 2021; Rehak et al., 2019; Cai 
et al., 2018; Kozine et al., 2018; Nan and Sansavini, 2017; Bertocchi 
et al., 2016; Prior, 2015; Petit et al., 2013). In contrast, the second group 
of documents relates to organisational resilience (Chen et al., 2021; 
Annarelli et al., 2020; Rehak, 2020; Patriarca et al., 2018; Rahi, 2018; 
ISO, 2017; Linnenluecke and Griffiths, 2012; Tillement et al., 2009; 
ASIS, 2009). By combining these two areas, it is possible to procure a 
partial overview of the factors determining the resilience of critical 
entities. Based on the standards, methods and tools presented above, the 
authors have classified the key factors and developed a structured 
approach for assessing the resilience of critical entities (see Fig. 1). 

The factors shown in Fig. 1 are represented by four components (i.e., 
resistance, robustness, recoverability, and adaptability) and fourteen 
variables. The definition of the components is based on the CI Resilience 
Cycle (Rehak et al., 2019), which consists of four phases focusing on:  

– prevention of an incident occurring (this phase is defined by the level 
of resistance of the critical entity),  

– absorption of impacts of an incident that has already occurred (this 
phase is defined by the level of robustness of the critical entity),  

– recovery of damaged elements of CI (this phase is defined by the level 
of resources and the quality of the organisation’s processes),  

– adaptation of the critical entity to the incident (this phase is defined 
by the management of the organisation in question). 

From the description of the individual phases of resilience above, it is 
clear that the components of resilience and robustness are responsible 
for protecting the critical entity and the essential services it provides in 
the face of an incident. In contrast, the recoverability and adaptability 
components are responsible for reconstructing the resilience of the 
critical entity after an incident. Based on this, it is useful to divide the 
resilience components into two groups: (1) components of the protective 
part of resilience, i.e., resilience and robustness, and (2) components of 
the reconstructive part of resilience, i.e., recoverability and adaptability. 
In the context of assessing the potential resilience failure of a critical 
entity at the time of an incident, it is sufficient to pay attention solely to 
the components of the protective part of resilience. For this reason, it is 
advisable to pay attention to the description of these two components. 

In the context of critical infrastructure, robustness was first defined 
in 2009: “the ability to maintain critical operations and functions in the face 
of crisis.” This can be reflected in physical building and infrastructure 
design (office buildings, power generation and distribution structures, 
bridges, dams, levees), or in system redundancy and substitution 
(transportation, power grid, communications networks)“ (NIAC, 2009). 
Although the reactionary nature of this component is evident from this 
definition, no one has dealt with the area of prevention for a long time. 
The first comprehensive definition of resistance was published only in 
2020: ”the ability of critical infrastructure to prevent the occurrence of an 
incident“ (Rehak et al., 2020a). 

The subsequent sorting of the variables (in Fig. 1) was done based on 
their nature and relationship to both levels of resilience, i.e., organisa
tional and technical. The variables determining organisational resilience 
relate mainly to the managerial activities of the organisation. On the 
other hand, the variables determining technical resilience relate to CI 
elements. At the same time, however, it is necessary to state that both 
groups of variables are so interrelated that together they form the 
comprehensive resilience of critical entities. 

3. Threats/incidents affecting the resilience of critical entities 

Critical entities and their elements are constantly exposed to a va
riety of threats. In the event that these threats begin to affect entities or 
their elements, an incident occurs, which is defined as “an event which 
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has the potential to significantly disrupt, or that disrupts, the provision of an 
essential service, including when it affects the national systems that safeguard 
the rule of law“ (Directive (EU), 2022). Threats causing incidents can be 
classified in the context of the issue at hand according to different as
pects, such as the area of origin (i.e., external and internal), the area of 
impact (i.e., organisational and elemental), or the nature of the threat (i. 
e., naturogenic, technogenic and anthropogenic). This classification 
then helps to designate the link between the threat/incident and the 
specific resilience components that may be disrupted. Simplified char
acterization of the relationship between resistance, robustness, and in
tensity of the threat causing the incident is presented in Fig. 2. 

The essence of the resilience of critical entities is the protection of CI 
elements and essential services provided by them. Compared to static 
resilience, dynamic resilience can reach different levels before and 
during an incident (Rehak et al., 2022b). The initial phase of resilience 
(i.e., before an incident) is determined by the critical entity’s resistance. 
This phase is responsible for creating or suppressing an incident. If the 

resistance level is greater than the threat level, it is expected that the 
incident will not occur. At this phase, the threat effect can only cause a 
decrease of the element performance. It can be assumed that the critical 
entity is prepared for this situation and is able to cover performance 
degradation without major difficulties, without disrupting the provided 
services continuity. However, if the resistance level is lower (see the 
orange area in Fig. 2), an incident is expected to occur, i.e., significant 
disruption to the provision of an essential service (Directive (EU), 2022). 
This activates robustness which, depending on the level of its variables, 
can reach a higher but also a lower level of absorptive capacity than was 
the case with resistance. 

As a result of this fact, there may be an increase or decrease in the 
dynamic level of resilience. Indeed, the resilience level reflects the 
current state of the measures, that the assessed entity has, and which are 
expected to be activated. Under this assumption, this is the so-called 
maximum dispositional resilience level. In the first phase of resilience, 
the measures determining the subject’s resistance (i.e., the green line) 

Fig. 1. Factors defining the resilience of critical entities.  

Fig. 2. The relationship between resistance, robustness, and intensity of the threat causing the incident.  
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are assessed. In the second phase of resilience, the measures determining 
the subject’s robustness are assessed (i.e., the blue line). These two 
values can therefore reach different levels depending on the available 
measures, as in Fig. 2. However, if no measures were identified in one of 
these resilience phases, then in an extreme case the resilience value in a 
given phase could reach a value of 0. However, such a situation is only 
hypothetical, as every entity has at least basic security measures in 
place. 

If the robustness level is higher than the threat intensity, the critical 
entity is able to face the incident effects through absorptive capacity (see 
the blue area in Fig. 2). However, when the threat intensity reaches a 
level higher than that of the robustness, a critical point of critical entity 
resilience failure occurs (see the red area in Fig. 2). Failure of the critical 
subject resilience in this context refers to a state where the level of 
resilience is not sufficient to protect the critical subject, as a result of 
which its functionality is lost. This loss of functionality is manifested in a 
significant decrease in the performance of critical infrastructure ele
ments, resulting in an immediate failure of the delivery of essential 
services provided by the critical entity. It is therefore evident from this 
definition that the essence of protective part of resilience is the protec
tion of a critical entity from the occurrence and impact of incidents that 
could result in a disruption or failure of the critical entity’s performance. 

Based on the above, it is evident that a predictive indication of a 
critical point of failure in the resilience of a critical entity is the result of 
comparing the intensity of the threat and the security measures (i.e., 
resistance and robustness) of the critical entity. This predictive indica
tion enables early identification of weaknesses and subsequent 
strengthening the protective part of its resilience. For this reason, the 
following section of the paper is devoted to the applicability of in
dicators in a CI system. At the same time, it is necessary to note that the 
term resilience in the following parts of the text means only its protec
tive part, which is determined by the resistance and robustness 
components. 

4. Indicators and their use in the critical infrastructure system 

Indicators have long been used across a variety of disciplines due to 
their unique abilities, i.e., to predict or indicate situations that are not 
directly observable, to present deviations from a desired state in a simple 
and understandable way, or to describe in a quantitative and transparent 
way the problems under investigation (Hiete and Merz, 2009; Shavelson 
et al., 1991). Based on these capabilities, it is clear that indicators can 
provide vital information about the actual state of CI, e.g., assessing the 
current level of resilience/vulnerability of CI or providing information 
about incidents that have already taken place. Provided that these in
dicators are assessed at regular intervals, they can also be used as a 
predictive tool to determine deficiencies that may lead to the occurrence 
of an incident. 

Very often, indicators have a specific meaning that is narrowly ori
ented to a particular area of use, which determines their final form or 
shape. Indicators are usually presented as a definite variable (Chevalier 
et al., 1992; Gallopin, 1997), parameter or value (OECD, 2003), measure 
(McQueen and Noak, 1988; Holling et al., 1978), scale (Joung et al., 
2012), but also a statistical measure, index, fact or empirical data. 
However, if indicators are to be truly usable, they must have clearly 
defined indicative parameters, which are the merits, determinants or 
measurable units set for the respective indicators. These are therefore 
the feature variables of each indicator, which shape its character with 
expressive power about the indicator itself (Splichalova and Flynnova, 
2021). 

Indicators can be classified according to their mode of use, indication 
process and defined purpose. Indicators can be divided into qualitative 
and quantitative, key and secondary, absolute and proportional, simple 
and complicated, so-called composite (Gallopin, 1997), or empirical and 
theoretical (Bunge, 2003). This general division of indicators can be 
applied in any area, i.e., also in the CI system, but here it is necessary to 

divide the indicators into more specific categories. Examples include 
lagging, leading, activity and outcome indicators (Hofmann et al., 2012; 
Gjerde et al., 2011), which are mainly used to provide information on 
the vulnerabilities of CI. If these indicators are used before the incident, 
they are a-priori indicators; if they are used after the incident, they are 
post-hoc indicators (Prior, 2015). All these indicators can be further 
subdivided into external and internal environment indicators. 

The CI system can be classified into three levels that define the 
vertical division of the system, i.e., sectoral, sub-sectoral and elemental 
levels (Rehak et al., 2016). At the sectoral level, indicators tend to be 
used in the context of forming the integral CI protection policy (Prezelj 
et al., 2012), assessing the long-term performance of cross-sectoral 
strategies (Hall, 2014; Giannopoulos et al., 2013; Petit et al., 2013; 
Fisher and Norman, 2010), or setting up CI in the context of climate 
change (Wang et al., 2020; Rübbelke and Vögele, 2011). As the different 
sectors are interlinked and thus influence each other, it can be concluded 
that, for example, the type of linkage (Galbusera et al., 2020), group 
(Rinaldi et al., 2001), character or level of dependence of the linkage 
(Rehak et al., 2020b) are also indicators that are capable of indicating 
the propagation of faults across sectors. 

As at the sectoral level, indicators are used to assess the current state 
of CI or to assess future developments in individual sub-sectors. In the 
energy sector, indicators are frequently used in relation to energy se
curity (Kruyt et al., 2009), for monitoring the network status (Löschel 
et al., 2010), level of commodity provision vulnerabilities (Hofmann 
et al., 2012), or the sustainability of its featureless operation (ESMAP, 
2018). Indicators here most often serve as a measurable, explicable 
value that indicates faults that affects the safety of the commodity 
supply. 

In transport, indicators are used to measure the performance and 
quality of the transport network in terms of safety (European Commis
sion, 2020), for the statistical representation of safety, performance and 
sustainability (ITF, 2019), environmental safety (Ministry of Transport, 
2020), measuring the sustainability of transport in the country in 
question (Dobranskyte-Niskota et al., 2007; Rassafi and Vaziri, 2005), 
performance monitoring (ITF, 2020) and transport intensity (UNECE, 
2018) or indicating the intensity and likelihood of an incident (Titko and 
Luskova, 2016; Nogal et al., 2016; Dvorak and Chovancikova, 2020). 
Conversely, in the ICT sub-sector, indicators are used to indicate the 
current state of system security (ITU, 2017; Øien et al., 2017), address 
security incidents (Pandey, 2013), and monitor and analyse perfor
mance (OECD, 2020; ITU, 2016), mostly in the form of extensive and 
continuously updated statistics (ITU, 2022). 

The final level is the elemental level. At the elemental level, in
dicators can be considered as information, data or characteristic values 
by which individual objects can be classified into the CI system. Methods 
for identifying CI elements often use indicators to determine the basic 
characteristics of the elements, assess whether they conform to estab
lished standards, and then designate the selected entity as critical 
(Alayande et al., 2020; Ghorani et al., 2015; Lami and Bhattacharya, 
2015; NERC, 2009). Indicators also play a role in the inter-linkages 
between elements, the spread and identification of threats and subse
quent damage between sectors (Rehak et al., 2020b; Xian and Jeong, 
2018; Halat and Gaitán, 2015; Beccuti et al., 2012). 

Based on the above, it can be concluded that indicators are an 
important part of the whole CI system. They are capable of denoting 
threats, assessing the current level of resilience or providing information 
about incidents that have already occurred along with the actual state of 
CI. However, existing methods do not sufficiently exploit the potential of 
these indicators. The information provided by these indicators is very 
often used in isolation and only in the context of CI. However, if the 
existing indicators are repositioned between threats and critical entities, 
the newly set indicators can be used as predictors. Through these pre
dictors, it will be possible to prevent incidents from occurring and thus 
prevent the failure of the resilience of critical entities. 
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5. Defining a framework and process for critical entities 
resilience failure indication 

From the text presented above, it is clear that the use of predictors to 
indicate resilience failure offers new possibilities for the protection of 
critical entities. With the help of these predictors, it is possible to create 
a tool for the early indication of threats that can negatively disturb the 
functioning of these entities and their CI. Based on this hypothesis, the 
authors of this paper developed a tool for Critical Entities Resilience 
Failure Indication (CERFI Tool). The essence of this tool is a probabilistic 
algorithm that predicts the relationship between the intensity of the 
threat and the level of critical entity resilience through indicators (which 
will be created by the assessors themselves). The result of this prediction 
is an indication of the critical point of failure of the critical entity’s 
resilience. The following section of the paper defines the framework and 
procedure for using the CERFI Tool. 

5.1. Framework for critical entities resilience failure indication 

The essence of the framework is to define the inputs necessary to 
define the process of critical entities resilience failure indication. These 
inputs should be divided into four basic environments, which are (1) the 
critical entity environment, (2) the threat environment, (3) the indica
tion environment, and (4) the methodical environment. A more detailed 
description of these environments is presented in Fig. 3. 

The first important environment of the framework for indicating 
resilience failure is the characterisation of the critical entity. The essence 
of this characterisation is the definition of the essential services provided 
by the critical entity according to the Directive (EU) (2022) and its 
subsequent classification into the relevant sector, sub-sector, and cate
gory. According to this categorisation, it is obligatory to define the 
structural and performance parameters of its CI. Specifically, this in
cludes knowledge of the topological structure of each element (i.e., 
whether it is a point, line or area element) and knowledge of the tech
nological structure of these elements (e.g., the number and performance 
of key technologies). 

Another environment of the framework is the definition of the 
threats. This data is an important input to the downstream indication 
environment as it defines the area and sub-area of threats against which 
resilience failure will be indicated. In the context of current threats, 

resilience failure can be indicated by the impact of threats from three 
areas, namely naturogenic, technogenic and anthropogenic. These areas 
can then be further classified into the following sub-areas: geological, 
meteorological, process-technical, cascading, personnel, cyber and 
physical (Rehak et al., 2019). Indicators will then be created between 
the threats of the selected environment and the critical entity, and their 
indicative parameters will be defined. 

The third and central environment of the framework is the definition 
of the indicator environment, which consists in defining the factors 
necessary for the creation of indicators. These factors include informa
tion on the threats identified in the above environment and their 
connection to the critical entity being assessed. According to this, it is 
necessary to define indicative parameters not only for the identified 
threats (i.e., their expected intensity), but also for the critical entity (i.e., 
its level of the protective part of resilience, i.e., resistance and robust
ness). These indicative parameters must be defined on the same 
measurable scale to enable their subsequent comparison. For this 
reason, it is recommended to use a probabilistic model, i.e., from 0 to 1. 
The characteristics of the indicator environment are presented in Fig. 4. 

The final environment of the framework is the definition of the 
methodology necessary for the indication procedure. Specifically, this 
concerns the methods, procedures, and tools to be used in the indication 
process which can then be classified into four basic groups: (1) CI 
element identification methods, (2) threat identification methods, (3) 
threat intensity assessment methods, and (4) resilience assessment 
methods. The specific methods, procedures, and tools are defined in 
another connected section of this article, namely the Critical Entity 
Resilience Failure Indication Procedure. 

5.2. Process for critical entities resilience failure indication 

Based on the reference points and assumptions set out in the 
framework, it is possible to proceed to the actual definition of the pro
cess, which consists of four continuous steps. Each step includes an 
overview of the methods/techniques to be used and the most appro
priate one is recommended by the authors. Based on the steps defined in 
this way, the critical entity is able to assess whether the protective part 
of the resilience will be exhausted, and the delivery of essential services 
will be disrupted (i.e., the critical point). By requesting a retrospective 
review, i.e., a review of the resilience, the critical entity can focus on the 

Fig. 3. Framework for critical entities resilience failure indication.  
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specific deficiencies that have been identified in the application of the 
procedure, i.e., identify resilience weaknesses that should subsequently 
be strengthened. The comprehensive process and its individual steps are 
shown in Fig. 5. 

The procedure presented above is universal, i.e., it can be applied to 
any part of the CI in any sector. It is therefore a comprehensive pro
cedure that defines the process of using available methods/techniques in 
order to identify the critical point of resilience failure. This procedure 
can be described as unique, as it finds and is able to determine the 
relationship between the intensity of a specific threat and the resilience 
of a critical entity through the indicators created. The following text 

presents a detailed elaboration of the individual steps of the procedure 
for indicating the resilience failure of critical entities. 

Step 1: Preparation of the indication process 

If an entity is classified as critical in one of the categories (Directive 
(EU), 2022), it is possible to proceed to collect the information needed to 
develop indicators. The preparation of the indicator process can be 
divided into two parts. In the first part, it is necessary to identify the CI, i. 
e., all CI elements that the critical entity has under its management. Here 
it is advisable to compile an inventory and to add a brief description of 

Fig. 4. Characteristics of the CERFI Tool indicator environment.  

Fig. 5. Process for critical entities resilience failure indication.  
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each element. This will create a portfolio from which a specific CI 
element can be selected. In the second part of this step, it is obligatory to 
select the environment in which the identification of threats will sub
sequently be carried out. 

Sub-step 1.1: Identification of key parts of critical infrastructure 

In the past, it was already the case that each Member State of the 
European Union had to identify and briefly characterise CI elements 
across sectors, in accordance with Council Directive (2008). A variety of 
methods have been and continue to be used for this purpose (Alayande 
et al., 2020; Rehak et al., 2020c; Dvorak et al., 2017; Fekete et al., 2012; 
NERC, 2009; Council Directive, 2008). Therefore, it can be concluded 
that each critical entity already has a list of its elements. It is this list that 
can be used to create the aforementioned CI portfolio. At a minimum, 
this portfolio should contain an overview of the basic services provided, 
the structural and performance parameters of the elements and their 
topological and technological structure. However, it is desirable to 
revise these elements and, where appropriate, to add additional entities 
that meet the requirements of the new Directive (EU) (2022). 

If a critical entity manages multiple elements of CI, it is necessary to 
prioritise these entities. For this purpose, a simple ranking can be used, 
where CI elements are ranked based on their importance or each element 
is assigned a value from a pre-selected scoring scale, or the prioritisation 
of elements is done on the basis of pairwise comparisons (Saaty, 1980). 
However, in this section it is recommended to use more sophisticated 
methods that are able to prioritise CI elements based on predetermined 
criteria (preferences) that are key to the critical entity. This condition is 
fulfilled by methods that work on the basis of a Multi Criteria Analysis 
(MCA) of multiple variants and at the same time are able to take into 
account the importance of the set criteria (Saaty, 1996; Brans, 1982; 
Hwang and Yoon, 1981; Saaty, 1977). 

The choice of a specific MCA to identify a piece of CI is entirely up to 
the preferences of the critical entity. Nevertheless, the basic MCA rules, 
design principles and proper criteria setting should always be followed 
(Dodgson et al., 2009; Mendoza et al., 1999). Based on what has been 
stated so far, the authors of this paper recommend the Analytic Hier
archy Process (AHP method) (Saaty, 1987). It is this method that is 
appropriate to use when a larger number of criteria are specified by the 
critical entity or when these criteria are further subdivided. The fact that 
variations must be identified, evaluation criteria selected, weights 
assigned to these criteria and a criteria matrix constructed ensures the 
responsible identification of the key part of the CI, i.e. the identification 
of a relevant element of the CI. 

Sub-step 1.2: Environment selection and threat identification for 
resilience failure indication 

Currently, natural disasters (Panteli and Mancerella, 2017; House of 
Lords, 2015), cyber threats (Kure and Islam, 2019; Hurst et al., 2014) 
and especially cascading threats (Lonapalawong et al., 2022; Gjorgiev 
and Sansavini, 2022; Wang et al., 2018) can be considered to be the most 
frequently occurring threats disrupting the CI system. However, the 
threats acting on the CI system are numerous. Therefore, it is important 
to first determine the specific threat environment that the critical entity 
will continue to address. 

Every critical entity should carry out a risk assessment, i.e., it should 
have up-to-date and comprehensive knowledge of all the risks to which 
it is exposed and also make an analysis of these risks (Council Directive, 
2008). It is clear that risks are based on possible relevant threats. For the 
sake of clarity, these threats as well as the whole risk assessment are 
broken down into relevant environments or areas. For example, threats 
can be classified into many groups in context of their intent, nature, 
source of action or impact on the CI system (Osei-Kyei et al., 2021; Bie 
et al., 2017; Klügel, 2016). The definition of the environment and its 
subsequent selection is left entirely to the critical entity. However, for 

the purpose of making an indication of resilience failure of the critical 
entity, it is important to focus on smaller units, i.e., sub-areas. According 
to this fact, the authors of this paper recommend dividing the threat 
environment into six sub-areas, which have been defined by the 
framework and also shown in Fig. 4. The essence of this part of step 1 is 
therefore the determination and subsequent selection of the environ
ment and sub-area for the indication of resilience failure. This selection 
of a specific environment and sub-area becomes an important input to 
the indication setting and the subsequent Step 2, which focuses on in
dicator generation. Within this environment, or sub-areas, relevant 
threats that have the potential to cause an incident are subsequently 
identified. 

The threat identification can again be performed, as in sub-step 1.1, 
using the MCA method. Again, criteria can be set to prioritise threats 
using the Risk Priority Number (RPN) value. However, the identification 
of threats can also be made on the basis of simple decision making. For 
example, a threat may be selected for which there is a high probability 
that an incident will occur, i.e. the CI is highly vulnerable to this threat 
or this threat (according to historical data) occurs very often in the vi
cinity of the CI and the critical entity wants to be better prepared for the 
impact of this threat or the critical entity wants to test the readiness of 
the CI for a specific threat, due to anticipated shortcomings, etc. 
Therefore, it is entirely up to the preferences of the critical entity 
whether it is necessary to pay attention to each threat from the selected 
sub-area, or only a part of it, or whether the critical entity focuses on 
only one specific threat. 

The authors of the article recommend focusing on only one specific 
threat against which the resilience of the critical entity will be subse
quently assessed. For this selection it is advisable to use one of the Risk 
Assessment Techniques (IEC, 2019). The most suitable ones are tree- 
based techniques which enable combinations of causes that could lead 
to an effect. Recommended methods are Event Tree Analysis (IEC, 2010) 
or Fault Tree Analysis (IEC, 2006). However, the FMECA method (IEC, 
2018) is also suitable for this purpose. Threat analyses that the critical 
entity already has in place can also be used here but need to be updated. 

Step 2: Creating indicators and determining indicative parameters 

This proposed process is based on an indicator-based approach. Each 
indicator created must always have defined indicative parameters 
within a predetermined range against which the indicator can be 
measured. In relation to the given issue and the fact that the created 
indicator predicts the relationship between the intensity of the threat 
and the level of critical entity resilience, it is obligatory to determine the 
indicative parameters for both the threat environment (i.e., the intensity 
of the threat) and the critical entity environment (i.e., the resilience of 
the critical entity). Therefore, it is clear that the range of the assessment 
scale for the defined indicative parameters must be set identically in 
both environments in order to compare them. 

Sub-step 2.1: Scenario definition and determination of threat 
intensity 

Each threat found has its own specific characteristics by which it can 
be measured, assessed or evaluated. These specific characteristics are 
considered to be the nature, degree, intensity, impact and also the in
tensity of the threat (Splichalova et al., 2020). These specific charac
teristics of threats, and especially their intensity, are so significant and 
have a high indicative power in relation to CI that they can be consid
ered to be indicative parameters. 

To determine the indicative parameters from the threat environ
ment, it is recommended to first create a scenario of events (i.e., variants 
of threat action) and impacts that may occur in the CI element. The 
scenario definition should be as objective as possible. On this basis, the 
determination should be made using as wide a range of relevant infor
mation and data about the threat as possible and should also be preceded 
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by a specialist discussion or consultation with other experts in the field. 
To build a scenario, the authors recommend using the Event Tree 
Analysis (ETA method) (IEC, 2010), which, based on its principle, is able 
to represent the relationship between the event and the impact, which is 
strongly influenced by the intensity of the threat. This method can be 
used to determine the intensity of a threat on existing generally- 
accepted scales, e.g., the Richter scale (see Fig. 6). However, it can 
also be used for threats for which no intensity scale has yet been 
established. An example is the classification of floods according to an 
index of the potential magnitude of flood flows (NERC, 1975). This 
classification can range, for example, from flood hazard (Q5–Q10), to 
widespread (Q20) and extreme (Q50) flooding, up to catastrophic 
flooding (Q100–Q500). 

The determination of the indicative parameters is based on a linear 
assessment of the probabilistic model, i.e., from 0 to 1. This percentage 
assessment therefore reflects the intensity, danger, and impact of the 
threat on the CI element. Based on this fact, each indicative parameter 
rating scale created becomes a unique representation of each threat. 
Based on the scenario defined in this way, it is possible to select the most 
likely variant of the threat and the expected impacts. This provides the 
assessor with an indicative parameter threat intensity that will 

subsequently be used in step 3, i.e., an indication of resilience failure. 

Sub-step 2.2: Determining the level of critical entity resilience 

Over the last decade, several methods have been developed to assess 
the resilience of CI elements. This assertion is evidenced by review ar
ticles summarising the current understanding of resilience along with 
the correctly setup framework for resilience assessment (Yang et al., 
2023; Gasser et al., 2019; Häring et al., 2017), the resilience manage
ment process (Curt and Tacnet, 2018) and the development of proposals 
to improve infrastructure resilience management (Guo et al., 2021). 
Thus, the critical entity has considerable choice in the application of an 
appropriate method, the selection of which depends solely on their 
preferences. 

The authors of the paper recommend that the protective part of 
resilience should be assessed separately, i.e., to set a level for resistance 
and then for robustness. However, the independent assessment of 
resilience is currently the subject of research (Rehak et al., 2022a) and it 
is therefore appropriate to use existing resilience assessment methods 
that already include some resilience factors (such as crisis preparedness, 
prediction ability, physical resilience and safety measures) to determine 

Fig. 6. Threat scenario for the creation of indicative parameters.  
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resilience. Examples include approaches addressing network infra
structure behaviour during natural hazard events (Reed et al., 2009), 
resilience based on performance measurement (Avritzer and Bondi, 
2012), system resilience with respect to its internal capabilities (Shen 
and Tang, 2015), or the identification and mapping of interdependency- 
induced vulnerabilities (Imani and Hajializadeh, 2020). Other methods 
can also be used to show an overall visualisation of the resilience of a CI 
element (CISA, 2021; Alheib et al., 2016; Bertocchi et al., 2016; Petit 
et al., 2013). 

As already mentioned, the choice of the method for assessing pro
tective resilience is entirely left to the preferences of the critical entity. 
However, the authors of the paper recommend the use of methods that 
assess and subsequently present the resilience level quantitatively 
(Mottahedi et al., 2021; Raoufi and Vahidinasab, 2021; Argyroudis 
et al., 2020; Rehak et al., 2019; Moslehi and Reddy, 2018; Nan and 
Sansavini, 2017; Vugrin and Camphouse, 2011). An example of a 
possible outcome from a resilience assessment is presented in Fig. 7. 

It is significant that the identified level of resilience is displayed in a 
specific percentage rating scale. Both of these conditions are met by the 
CIERA method (Rehak et al., 2019), which uses a table to assess the level 
of the protective part of resilience, with percentages divided into levels 
that approximate the current state of the critical entity in question. The 
great advantage of this method is that it provides the results of the 
assessment as a specific percentage. This percentage value can be 
considered as an indication of the resilience of the critical entity, which 
will serve as a second comparative parameter. 

Step 3: Indication of resilience failure 

This step is central to the whole procedure and involves two suc
cessive sub-steps. In the first sub-step, a comparison of indicative pa
rameters is made, through which the critical entity is provided with 
information to indicate whether or not a resilience failure will occur. In a 
subsequent sub-step, a critical point of resilience failure of the critical 
entity is identified. 

Sub-step 3.1: Comparison of the threat intensity and the critical en
tity resilience 

In the preceding step 2, the critical entity established the indicative 
parameters for the threat environment and the critical entity environ
ment. Since these indicative parameters were set on the same rating 
scale (i.e., percentage), they can now be compared with each other. The 
comparison of these indicative parameters is suitable to be done in the 
manner presented in Fig. 2. 

The purpose of the comparison of the established indicative param
eters is to determine the current state of the critical entity and whether it 

has a sufficient level of the protective part of resilience to defend against 
the selected threat, also considering the threat’s intensity. According to 
this comparison, the critical point of failure of the critical entity resil
ience can be identified in the next part of this step. 

Sub-step 3.2: Identification of the critical point of critical entity 
resilience failure 

The results of the comparison of the indicative parameters provide 
demonstrable data to identify the critical point of failure of the critical 
entity’s resilience. This critical point represents the maximum possible 
threat intensity that the protective part of the critical entity’s resilience 
is able to absorb. If the comparison has revealed a lower percentage 
resilience level of the critical entity than the expected threat intensity, 
then a failure of critical entity resilience and the essential services pro
vided by it is indicated. This is considered a critical point and must be 
addressed immediately. Each critical entity, upon identification of a 
critical point, shall endeavour to strengthen the protective part of the 
resilience as soon as possible through a retrospective review. The 
abstraction of this review is the weaknesses identification that are 
deficient, which is the subject of the last step of this process. 

If the comparison has not demonstrated a critical point of resilience 
failure in the critical entity, the application of this process may be dis
continued. However, it is still recommended by the authors of the paper 
to conduct a review of the level of resilience, which may reveal weak
nesses and subsequently lead to the identification of new approaches to 
strengthen them. 

Step 4: Reviewing the resilience 

The fourth step of the critical entity resilience failure indication 
procedure is to examine the resilience level of the individual factors. 
This review can be based on the results of the critical entity resilience 
level assessment (sub-step 2.2.2) and consists of identifying the critical 
entity resilience weaknesses and then strengthening them. 

Sub-step 4.1: Identification of weaknesses of critical entity resilience 

If a critical point has been identified in sub-step 3.2, the process of 
identifying weaknesses, i.e., dissecting the results of the critical entity 
resilience assessment, should be initiated immediately. The essence of 
this process is to find the factors that scored low in the critical entity 
resilience assessment. The authors of the article recommend, based on 
logical selection, creating a list of evaluated factors that significantly 
reduce the resulting level of resilience. It is clear that such factors will 
exhibit significant deficiencies contributing to the vulnerability of the 
critical entity, and thus require increased attention. Based on what has 

Fig. 7. Example of presentation of results of quantitative resilience assessment of critical infrastructure elements (Mottahedi et al., 2021; Rehak et al., 2019).  
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been presented so far, it can be concluded that the identification of these 
weaknesses contributes to the effective and targeted strengthening of 
the critical entity resilience. 

Sub-step 4.2: Strengthening the critical entity resilience 

Increasing the resilience of a critical entity can be implemented 
through a variety of means based on the selection and adoption of 
appropriate measures. The application of these measures is done pri
marily for the weaknesses identified in the previous sub-step 4.1. The 
critical entity should adopt security, technical and/or organisational 
measures that effectively enhance resilience and prevent incidents from 
occurring (Directive (EU), 2022). Effective measures can be considered 
to be those that are targeted, adequate to the expected intensity of the 
threat and inexpensive in terms of time and money. 

The selection of appropriate measures to strengthen the resilience of 
a critical entity can be implemented using specific approaches that are 
currently receiving increasing attention. Existing approaches include 
those that, for example, classify security measures according to time 
(Shakou et al., 2019), type of resilience (Janeckova, 2023) or their areas 
of applicability (Rehak et al., 2022c; Kete et al., 2018). 

6. Use case of the CERFI Tool in the energy sector 

An example of practical application of the developed CERFI Tool is 
presented using a selected critical entity in the energy sector operating 
in the Czech Republic, which is a critical entity of particular European 
significance, but for security reasons remains anonymous. The potential 
resilience failure of this critical entity will be assessed against a sub-area 
of physical threats. 

The first step in the application of the CERFI Tool is the preparation 
of the indication process (step 1). As part of this step, the assessed en
ergy entity was classified in the Electricity sub-sector, Transmission 
system operators category (Directive, 2019). It is then possible to start 
identifying the key part of the CI (sub-step 1.1). This identification is 
based on an existing list of CI elements of the entity. However, as this is 
an entity with a large number of elements, it is necessary to prioritise 
them. For this purpose, a group of substation elements with a voltage of 
at least 110 kV were selected by the Security Liaison Officer. From this 
group of elements, one specific CI element was then selected to be 

further subject to the indication process. The selection of this element 
was carried out through the AHP method (Saaty, 1987) based on the 
selected criteria (see Fig. 8 presenting the evaluation of only part of the 
identified elements). 

It is then possible to proceed to the selection of the environment and 
identification of threats to indicate resilience failure (sub-step 1.2). In 
the context of the current security environment, the Security Liaison 
Officer selected the area of anthropogenic threats, sub-area physical 
threats. In this sub-area, attention is subsequently paid in particular to 
threats of a deliberate nature. The identification of these threats is based 
on a security study that the critical entity regularly commissions 
(Deloitte Advisory, 2022). Prioritisation was then performed using the 
FMECA method (IEC, 2018). Based on these results, the two most sig
nificant threats (with the highest RPN) were identified and the threat 
with the higher occurrence rate selected for further evaluation (see 
Fig. 9). 

The next step of the CERFI Tool application is to create an indicator 
and determine the indicative parameters (step 2). The essence of this 
step is to create an indicator against each selected threat. In this case, the 
indicator is “Failure of substation resilience due to physical assault using 
a motor vehicle”. For this indicator, it is then necessary to establish 
indicative parameters, both on the side of the threat and the critical 
entity. The essence of establishing the indicative parameter on the threat 
side is to define the scenario and determine the intensity of the threat 
(sub-step 2.1). In this case, the scenario was built using the ETA method 
(IEC, 2010) and based on this, the evaluator selected a physical assault 
scenario using an N3 category motor vehicle (see Fig. 10). The intensity 
of the threat in this case was set at the middle level of the interval range 
(90%), as an assault (crash) by a truck (Category N3) weighing more 
than 12 tonnes, with the use of hazardous substances, is anticipated. 

The determination of the indicative parameter on the side of the 
critical entity consists in assessing the level of its resilience (sub-step 
2.2). For this purpose, an upgraded version of the CIERA method (Rehak 
et al., 2019) was selected, which allows for a separate assessment of the 
protective part of resilience, i.e., the resistance and robustness of the 
critical entity. The results of the assessment are presented in Figs. 11 and 
12. 

The third step in the application of the CERFI Tool is the indication of 
resilience failure (step 3). First, it is necessary to compare the intensity 
of the selected threat and the level of critical entity resilience (sub-step 

Fig. 8. Prioritisation of critical infrastructure elements through the AHP method.  
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3.1). Since these indications have been determined on the same rating 
scale (i.e., percentage), they can now be compared with each other. The 
results of the comparison are presented in Fig. 13. 

Based on the results of the comparison of the indicative parameters, 
it is possible to state that the critical entity resistance level (96%) should 
be sufficient to prevent the incident occurrence, since the threat in
tensity reaches only 90%. However, this absorptive capacity of resis
tance is so low that it is advisable to also pay attention to the 
identification of the critical point of critical entity resilience failure 
(sub-step 3.2). In this case, critical point has been identified as the level 
of critical entity robustness (80%) is lower than the intensity of the 
threat (90%). In such a case, potential damage to the CI element is ex
pected, and therefore it is recommended to proceed with the critical 
entity resilience review (step 4). This last step of the CERFI Tool 
application consists in identifying the weaknesses of the critical entity 
resilience and then strengthening the level of this resilience. Identifying 
the weaknesses of resilience (sub-step 4.1) consists of identifying fac
tors that score low on the critical entity resilience assessment, i.e., a 
score of 3 or less. In this case, these were the following measurable 
items:  

– 2.2.2 Seismic resistance (Responsiveness),  
– 2.3.1 The probability of intruder elimination (Responsiveness). 

For these measurable items, it is recommended to initiate the process 
of strengthening the critical entity resilience (sub-step 4.2). In the case 
of item 2.2.2, no specific measures need to be taken as the CI element 
under assessment is located in an area without seismic activity. In the 
case of item 2.3.1, it is recommended to implement resilience 
strengthening using currently available approaches to assess and 
strengthen physical protection systems (e.g., Garcia, 2008; Vidrikova 

et al., 2017; Kampova et al., 2020). 

7. Conclusion 

With the adoption of Directive (EU), 2022/2557, the focus on CI has 
shifted from elements to entities. This change in perception is very 
positive, as the basis for reliable CI is sufficiently resilient critical en
tities. However, the adoption of the Directive has raised the question of 
how to assess the resilience of critical entities in relation to contempo
rary security threats. Until now, all attention has been devoted exclu
sively to assessing the resilience of CI elements. An important solution to 
this problem could be a predictive indication of resilience failure of 
critical entities. For this purpose, the CERFI Tool was developed by the 
authors of the paper. 

The essence of the CERFI Tool is a probabilistic algorithm that pre
dicts the relationship between the intensity of the threat and the pro
tective part of critical entity resilience through indicators (to be created 
by the assessors themselves). The result of this prediction is an indica
tion of the critical point of failure of the critical entity’s resilience in 
phases of prevention and absorption of impacts. Failure of the critical 
entity resilience in this context refers to a situation where the level of the 
protective part of resilience is not sufficient to protect the critical entity, 
as a result of which there is an immediate failure of the supply of basic 
services provided by the critical entity. At the same time, it is necessary 
to mention some limitations of this approach. The CERFI Tool enables 
the indication of the failure of resilience of only one critical entity as a 
result of the action of only one threat and the subsequent occurrence of 
only one incident. As part of the assessment, it is therefore not possible 
to consider the interdependencies of critical infrastructures or actually 
occurring cascading or synergistic effects. 

The CERFI Tool thus contributes to improving the security of 

Fig. 9. Threat prioritisation against the selected substation.  
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technically oriented infrastructure systems, especially those in the areas 
of energy and transport. However, in some cases it can also be applied to 
selected socio-economic infrastructure systems, e.g., in the field of 
emergency services or healthcare. The CERFI Tool is primarily intended 

for security liaison officers of individual infrastructure systems. By 
applying this tool, they can obtain valuable information about the level 
of the protective part of resilience of a critical entity and its elements. 
However, this information is only predictive in nature and is essentially 

Fig. 10. Scenario of a threat of physical attack using a motor vehicle.  

Fig. 11. Assessment of resistance of critical entity.  
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an indication of weaknesses that require subsequent attention. 
The CERFI Tool has already been successfully tested in practice on 

selected critical entities in the energy and transport sectors. This is 
illustrated by the case study presented at the end of the article. This 
study focused on the indication of a substation resilience failure due to a 
physical assault using a motor vehicle. The results of the study show that 
the CERFI Tool indicated an insufficient level of critical entity resilience 
in question and identified weaknesses that need increased attention. 
According to the findings, it is proposed that further research be directed 
particularly in the area of tools for strengthening the resilience of critical 
entities and assessing their effectivity. It would also be appropriate to 
pay attention to research on the critical entities’ resilience failure indi
cation in the recovery and adaptation phase. 
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