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ARTICLE INFO ABSTRACT

Keywords: Since 2022, there has been a significant increase in the importance of critical entities in terms of
Critical entities critical infrastructure protection. The adoption of the Critical Entities Resilience Directive must
Resilience assessment in EU member states ensure not only the protection of critical infrastructure, but also a sufficient
Resilience factors resilience level of the entities themselves. This directive obliges critical entities to take measures

Small-scale disasters

to increase their resilience but does not provide any methodological support. A necessary starting
CERA support tool

point for fulfilling this obligation is knowledge of the current state of critical entities resilience to
small-scale disasters. The results of the resilience assessment will then enable critical entities to
identify vulnerabilities on the basis of which adequate technical, security and organisational
measures can be defined. Therefore, this article presents an entirely new semi-quantitative
method, CERA, which has been developed for the comprehensive assessment of entity and infra-
structure resilience of critical entities. At the core of this method is a procedure that allows criti-
cal entities to self-assess their internal resilience through individual factors, which are defined in
detail in this article. In order to facilitate the assessment process, the authors of the article have
created the CERA Support Tool, which is supplementary material to this article. The Results sec-
tion of the article also includes a presentation of a practical application example of the proposed
procedure.

1. Introduction

As a result of high levels of urbanisation, contemporary society is increasingly dependent on the provision of essential services that
are required to maintain the most important societal functions and economic activities, as well as public health and safety, while also
taking care of the environment [1]. These essential services are provided through critical infrastructures whose owners or operators
are designated as critical entities [1]. These critical entities and their associated infrastructures are constantly exposed to the negative
effects of threats [2], that can cause incidents of varying intensity from minor accidents up to more significant small-scale disasters
[3]. For this reason, it is necessary to ensure a sufficient resilience level of critical entities that enables these entities and their associ-
ated infrastructures not only to prevent the occurrence of small-scale disasters, but also to respond to them, to withstand them, to re-
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cover from them and to adapt to their further possible impact [4]. In this context, it is therefore possible to talk about the transition
from the critical infrastructure protection to the critical entities resilience [5].

As a result of this transition, critical entities need to know their current resilience level to small-scale disasters. Several tools and
methods can currently be used for this purpose, but these only allow for separate resilience assessments, either technical or organisa-
tional. In the context of technical resilience, the most widely used methods are quantitative [6-12], which are highly indicative of the
current state of infrastructures, i.e. they mainly provide technical calculations. In addition to these methods, semi-quantitative meth-
ods [13-18] that allow easier evaluation through index values are also often used. In contrast, qualitative methods are used only occa-
sionally, e.g. to identify threats and opportunities [19].

In this context, it should be mentioned that some methods in the framework of technical resilience assessment also partially con-
sider the resilience of the organisation, but only of selected processes related exclusively to the infrastructure under assessment
[20-22]. Within the framework of organizational resilience, the most used methods are qualitative [23-25] and semi-quantitative
[26-32]. In contrast, quantitative methods [33] are rarely used due to differences in the degree to which each factor is fulfilled.

It is clear from the above that as a result of the change in the perception of resilience, i.e. its transition from critical infrastructure
to critical entities, there is currently no tool that explicitly addresses the comprehensive assessment of technical and organisational
critical entities resilience to small-scale disasters. Based on this fact, the aim of this article is to define the factors determining the en-
tity and infrastructure resilience of critical entities and to develop a semi-quantitative method of self-assessing the critical entities in-
ternal resilience to small-scale disasters.

2. Background and methods

The essence of this part of the article is to acquaint the reader with the issue at hand. To this end, first a description of the critical
entities and the essential services provided by them is made. Subsequently, attention is paid to small-scale disasters and their impacts
on critical entities. In the last part, an analysis of approaches suitable for defining critical entities resilience factors is carried out.

2.1. Critical entities and their essential services

Society, especially in highly urbanised areas, has long been dependent on the provision of essential services. These essential ser-
vices are provided through critical infrastructure [34], which are classified at the strategic level into technical (essential) and socio-
economic [35]. Technical infrastructure provides services necessary for the normal functioning of society, in particular the supply of
energy and drinking water, but also ensuring the availability of digital and transport services, amongst others. In contrast, the impor-
tance of socio-economic infrastructure rises particularly in times of disasters, when this type of infrastructure primarily ensures the
availability of health care which is provided by hospitals, or emergency services which are provided by the fire brigade and the police
force.

The owners and operators of these critical infrastructures are referred to as critical entities in all 11 sectors. However, a condition
for the designation of an owner or operator as a critical entity is fulfilment of the three criteria set out in the Directive (EU) [1]. These
criteria are as follows: 1) the entity provides one or more essential services, 2) the entity operates, and its critical infrastructure is lo-
cated, on the territory of a Member State of the European Union, and 3) an incident would have significant disruptive effects on the
provision by the entity of one or more essential services or on the provision of other essential services in the sectors that depend on
that or those essential services.

While the second and third criterion are binary, to assess the first criterion it is necessary to define the essential services for each
sector. For this purpose, it is necessary to rely on the definition of an essential service, which is defined by Directive (EU) [1] as ,,a ser-
vice which is crucial for the maintenance of vital societal functions, economic activities, public health and safety, or the environment*“. Deter-
mining the criteria for defining essential services in each sector is currently a task for each Member State. An example of the definition
of essential services provided in the land transport sector is as follows [36].

- operation of TEN-T infrastructure;
- operation of services related to the transport of passengers and freight within TEN-T;
- operation of intelligent transport systems within TEN-T.

Infrastructure owners and operators that will be designated as critical entities from 2025 onwards are subsequently required to 1)
conduct their own risk assessments to identify risks that could disrupt their ability to provide essential services, 2) take technical, se-
curity and organisational measures to enhance their resilience, and 3) report significant incidents to national authorities [1].

In the context of this article, it is necessary to pay particular attention to the second point, which obliges critical entities to take
measures to increase their resilience. The essence of this obligation is knowledge of the current level of critical entities resilience to
small-scale disasters. The results of the resilience assessment will then enable critical entities to identify vulnerabilities on the basis of
which adequate technical, security and organisational measures can be determined.

2.2. Small-scale disasters and their impacts on critical entities

Critical entities are constantly exposed to hazards from the external and internal environment throughout their lifetime. These
hazards can be generally classified as natural or man-made [3]. These hazards may result in accidents or incidents. A critical infra-
structure accident is understood as ,,an event that causes changing the critical infrastructure safety state into the safety state worse than the
critical safety state that is dangerous for the critical infrastructure itself and its operating environment as well“ [37]. Whereas a critical infra-
structure incident means , an event which has the potential to significantly disrupt, or that disrupts, the provision of an essential service, in-
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cluding when it affects the national systems that safeguard the rule of law“ [1]. Depending on the scale of impacts (i.e. economic, human,
and environmental impacts that may include death, injuries, disease and other negative effects on human physical, mental and social
well-being) incidents can be further classified as small-scale disasters and large-scale disasters [38].

A small-scale disaster is ,,a type of disaster only affecting local communities which require assistance beyond the affected community “
[38]. The impacts of small-scale disasters are mostly of a low to medium nature. For this reason, it is possible to ensure a sufficient re-
silience level to such events for critical entities. In particular, their preparedness, robustness, recoverability and adaptability [4]. In
contrast, a large-scale disaster is ,,a type of disaster affecting a society which requires national or international assistance“ [38]. These in-
clude major earthquakes, tsunamis and large-scale terrorist attacks. The impact of these disasters or combinations of disasters can be
extreme and even catastrophic. Examples include the disaster at the Fukushima nuclear power plant in 2011 or the terrorist attacks of
September 11, 2001. Ensuring the critical entities resilience to incidents of this magnitude is very challenging and in the vast majority
of cases not even technically feasible. For this reason, the focus in the following text is on critical entities resilience to small-scale dis-
asters.

Similar to hazards, small-scale disasters are also classified as natural or man-made [39]. Natural small-scale disasters are most of-
ten the result of gradual climate change, and among the most significant in the context of critical entities are floods, landslides,
storms, and wildfires [40]. In contrast, man-made small-scale disasters are the result of intentional and/or unintentional actions, and
among the most significant in the context of critical entities are fires, structural collapse of buildings, severe accidents, technological
disasters, and terrorist attacks [41].

The impacts of these disasters primarily affect critical entities and their technical infrastructure. As a result of this negative im-
pact, the provision of essential services may be disrupted, which may result in an escalation of cascading impacts not only on the de-
pendents of critical infrastructure, but also on society as a whole, i.e. economic and social activities, the environment, public safety
and security in general, or public health [1]. However, these impacts can in turn be mitigated by the critical entities resilience
through organisational and technical resilience factors. The relationship between the contexts discussed in this section of the article is
presented in Fig. 1.

The defined research framework shows that small-scale disasters significantly disrupt the ability of critical entities to provide es-
sential services. For this reason, critical entities resilience to small-scale disasters is addressed in the following text.

2.3. Analysis of approaches suitable for defining resilience factors of critical entities

The starting point for the analysis of approaches suitable for defining the critical entities resilience factors is an understanding of
the phases through which this resilience is determined. This issue has been addressed by a number of authors who have a very similar
view of this classification but use quite different terminology [42]. For example, according to Yazdani et al. [43] resilience is charac-
terized by four infrastructure characteristics, i.e., robustness, redundancy, resourcefulness, and speed. Some authors consider the
defining components of resilience as its capabilities such as the ability to anticipate, allocate resources to an adverse event, tolerate
risks, absorb, preserve the function of an element, adapt and/or recover quickly [44-49]. Collectively, these characteristics can be di-
vided into areas or capacities, i.e. absorption, adaptation and transformation [50]. In doing so, these characteristics should corre-
spond to the underlying capacities, parameters or indicators that, according to Francis and Beker [51], form the resilience triangle,
comprising absorptive, adaptive and reinforcing capacities. In contrast, Carlson et al. [52] consider these key parameters to be pre-
paredness, mitigation, response and recovery, which characterise the process of increasing the resilient capacity of a system. Also,
four assets, i.e., reliability, redundancy, responsiveness, and recovery, must be in place for the entire resilience system to function
[49]. Hromada et al. [53], who consider robustness, preparedness, responsiveness, and recoverability as the basic indicators, also
lean towards this idea.

In the following text, the approaches are analysed, on the basis of which specific resilience factors for critical entities will be de-
fined. In the context of the problem addressed, these approaches are analysed on two levels, namely organisational resilience and
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Fig. 1. Impact of small-scale disasters on critical entities, their critical infrastructure and society.
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technical resilience. The organisational resilience factors can be broadly divided into structural-organisational, economic, social, leg-
islative, political, human resources, leadership, communication and environmental factors [54]. However, these factors include ele-
ments that are much more specific. Factors that are common to all approaches are risk perception and crisis communication [55-58].
These factors are necessarily related to subconscious awareness of incidents, management of key processes, adaptive capacity, system
stability or the capacity for reflection and organisational change [59-61]. Necessarily, incident investigation, emergency response re-
porting, availability of adequate human resources or information management are also linked to these factors [62].

In order to maintain the delivery of essential services, it is also necessary to pay attention to factors such as anticipation, solution
development and implementation, reflection and learning [63]; understanding the environment, reference state, acceptance of sys-
tem failure [64]; functional knowledge, flexibility of reaction, operational awareness, organisational responsiveness, strategic atten-
tion or strategic adaptation [65]; interaction and cooperation in learning from failures [66]; participatory planning [67]; employee
engagement, innovation and creativity, planning strategies, leveraging knowledge, effective partnerships [68,69].

The factors mentioned so far are assumed to be used more by the critical entity management. Based on current knowledge, it is
possible to state the importance of the personnel aspect of increasing the resilience level. This fact was confirmed by the authors of
Lengnick-Hall et al. [70], who state that the knowledge, skills and abilities of employees are an important aspect of organizational re-
silience. The development and management of human resources then becomes a logical prerequisite for the development of organiza-
tional resilience. According to Refs. [71-73], creative thinking, flexibility and mindfulness or other soft and interpersonal skills can
therefore be considered important. At the same time, it is possible to consider knowledge and experience at all levels of the entity's
functioning as an important factor of organizational resilience [74,75]; employee bonuses, cooperation, knowledge development,
management culture [76]; social bonds and emotional intelligence [77], psychological resilience [78] and well-being [79,80], social
bonds and emotional intelligence [77] can also be considered essential.

In contrast, technical factors focus only on infrastructure, i.e. the ability of infrastructure to prevent or respond adequately to inci-
dents. In this context, the most important factors are those that affect the functionality and performance of infrastructure [7,11]. Such
factors may include robustness, adaptability, flexibility, survivability, system performance or infrastructure absorption capacity
[9,12]. Other important factors are reliability and security of delivery [81], reparability and resourcefulness [9] or system character-
istics of key technologies [13]. Also important from the perspective of infrastructure performance are the resilience threshold, the
emergency system characteristics, the identity and function of the systems, the inherent and adaptive response to a disaster, or the de-
gree of self-organisation capability [82,83].

Systems that are directly linked to infrastructure security also contribute to the required technical resilience level. Such factors can
be considered as reactivity, detection capability, physical resilience [22], type of security [84], risk impact scenario on the infrastruc-
ture under consideration, penalty factors [18], and monitoring or security systems [85]. However, technical capabilities and parame-
ters [18,21] or infrastructure design and maintenance [20] are also very important. Related to these factors is the combination of as-
sets, resources and routine setup [17]. Ensuring redundancy [10,22] or backing up technologies, maintaining backup and contingent
system components or storing operational spare parts is also an integral part of the infrastructure [21].

Based on the analysis of the approaches presented above, it can be concluded that the organisational and technical level permeates
resilience as a whole, i.e. fundamentally influences the response to incidents, not only after the occurrence of incidents, but also be-
fore, during and after [61,86,87]. However, most of the authors mentioned so far understand organisational resilience in a monoto-
nous way, in close connection with the processes of the organisation, especially managerial or purely operational processes, so we
cannot talk about a truly comprehensive approach. Such an understanding of organisational resilience is currently not sufficient, even
in view of the adoption of the critical entities resilience Directive (EU) [1]. Therefore, it is important to rethink this current approach
and to see organisational and technical resilience as one.

3. Results

This part of the article presents the results of the research, which was the work of the author's team. Initially, attention is paid to
the classification and definition of factors determining the critical entities resilience. Subsequently, the semi-quantitative CERA
method is introduced to self-assess the critical entities resilience to small-scale disasters.

3.1. Classification and definition of factors determining the critical entities resilience

Critical infrastructure resilience has received much attention in the past from many authors (for example [88-99]). However, with
the adoption of a new EU Directive [1], this focus needs to be shifted to critical entities. In the context of critical entities, resilience is
defined as ,, ability to prevent, protect against, respond to, resist, mitigate, absorb, accommodate and recover from an incident“ [1]. Based on
this definition, it is necessary to view the critical entities resilience broadly, i.e. on multiple levels. Resilience perceived in this way
can be in terms of individual functions compared to the human brain (see Fig. 2). Just as the human brain is divided into hemispheres
and lobes, resilience can also be divided into spheres and components. This comparison must be seen from a functional, not a medical,
point of view. In this context, the resilience of critical entities is determined by two spheres, where one sphere is responsible for sub-
ject resilience, and the second sphere is responsible for infrastructural resilience. At the same time, in both spheres, the resilience of
critical entities is determined by four components (i.e. resistance, robustness, recoverability, adaptability) which cover individual
phases of crisis management, i.e. prevention, response, recovery, and adaptation of critical entities to small-scale disasters.

Entity resilience can be defined as the ability of critical entities to anticipate, prepare, respond, recover, and adapt to the occur-
rence, impact and effects of small-scale disasters, particularly in the area of an organisation's processes and resources. In contrast, in-
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Fig. 2. Perception of critical entities resilience.

frastructure resilience can be defined as the ability of critical entities to monitor, detect, and absorb the impacts of small-scale disas-
ters on their infrastructure, as well as the ability of critical entities to recover from these impacts.

In the following part of the article, attention is paid to defining the factors determining both entity and infrastructure resilience of
critical entities. The starting point for this phase of the research was the analysis of approaches suitable for defining critical entities
resilience factors, the results of which are presented in the previous section of the article. The results of this analysis show that both
entity and infrastructure resilience are determined at a basic level by four fundamental components [4,42].

- resistance, the essence of which is to prevent small-scale disasters;

- robustness, the essence of which is to absorb the impacts of small-scale disasters;

- recoverability, the essence of which is to restore the critical entity function and resilience;

- adaptability, the essence of which is the critical entity adaptation to small-scale disasters that have already occurred.

In a more detailed breakdown, each component was further classified into secondary and tertiary factors, i.e. variables and their
parameters. The classification of secondary factors is presented in Fig. 3.

A detailed description of secondary and tertiary factors which, according to the authors, are necessary for assessing the resilience
of critical entities to small-scale disasters, is presented in Appendices A-D. The conception of these factors enables the assessment of
the critical entities resilience at all three levels of management of the organisation, i.e. strategic, operational, and tactical. On the ba-
sis of defining these factors determining the resilience of critical entities, the CERA Support Tool was created by the authors of this arti-
cle, which is presented as supplementary material to this article. A detailed description of the work with this tool is presented in the
next part of the article.
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Fig. 3. Classification of components and variables determining the critical entities resilience.
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3.2. Semi-quantitative method for critical entities resilience assessment to small-scale disasters

In order for critical entities to be able to take technical, security and organisational measures to increase their resilience in accor-
dance with the Directive (EU) [1], it is necessary to first carry out a resilience assessment for each critical entity and establish the re-
quirements for enhancing resilience. However, the defined research gap shows that there is currently no tool that can be used to com-
prehensively assess entity and infrastructure resilience. For this reason, the authors of this article developed a semi-quantitative Criti-
cal Entities Resilience Assessment (CERA Method).

The CERA Method is intended exclusively for assessing the internal resilience of critical entities, for this reason it does not take
into account external factors affecting resilience. At the core of this method is a procedure that is designed to self-assess the critical
entities resilience to small-scale disasters. The basis of which is a semi-quantitative assessment of resilience factors that have been de-
fined for each resilience component, i.e., resilience, robustness, recoverability, and adaptability. The procedure for assessing the criti-
cal entities resilience to small-scale disasters, including the recommended methodology, is presented in Fig. 4.

In the following part of the text, a detailed description of the individual steps of the process of assessing the critical entities re-
silience to small-scale disasters is made. This description is presented in the form of a case study of a terrorist attack on an electricity
substation. In this context, it is important to emphasize that the critical entities resilience assessment must always be carried out only
for one critical entity infrastructure against one specific small-scale disaster.

Step 1: Selection and analysis of the specific infrastructure

The essence of this step is the selection of the specific infrastructure that is operated by the critical entity. The selection of this in-
frastructure should be carried out using a Multi-Criteria Analysis [100] or a Functional Analysis [101]. The selected infrastructure
must then be analysed for structural and topological parameters. The essence of the structural analysis is the categorisation of the in-
frastructure by type (i.e. classification into the relevant sector and sub-sector) and performance and the identification of key infra-
structure technologies. The essence of topological analysis is the categorisation of infrastructure according to its topological structure,
i.e. linear, point, areal [102,103]. An example of the analysis of the selected infrastructure is presented in Fig. 5.

Step 2: Hazard selection and small-scale disaster scenario processing

Once a specific infrastructure is selected by the critical entity, it is necessary to proceed to a risk analysis, based on which a specific
high-risk hazard with the potential to cause a small-scale disaster will be selected. A risk analysis should be carried out using one of
the recommended methods [104]. Based on the selection of a specific hazard, it is possible to proceed to the elaboration of a scenario
of the small-scale disaster expected course, i.e. the effect of the selected hazard on the selected infrastructure. For this purpose, the
Event Tree Analysis method [105] can be chosen, which allows the analysis of events and consequences leading to a small-scale disas-
ter. An example of scenario processing for a selected man-made small-scale disaster is presented in Fig. 6.

Step 3: Identification of parameters and assessment of their level

The essence of this step is to identify the measurable items and assess the level of their fulfilment by the critical entity for all four
components of resilience. For this purpose, it is appropriate to use the CERA Support Tool (see Fig. 7), which was created by the au-
thors of the article based on the results of defining and classifying factors determining the critical entities resilience. Identification of
parameters consists of selecting those measurable items that the evaluator considers adequate for the assessment, i.e. the activities/
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Fig. 4. Process for assessing the critical entities resilience to small-scale disasters.



D. Rehak et al.

Infrastructure name

International Journal of Disaster Risk Reduction 111 (2024) 104748

Transmission system electrical station

Sector / Subsector

Energy / Electricity - Transmission

Key technologies

. Transformers

. Voltage instrument transformers

. Current instrument transformers

. Compensation chokes

. Disconnectors and grounding switches
. Busbars and branches

. Circuit breakers

~NO s WN =

Performance

400/220 kV

Topological structure

Areal arrangement of infrastructure

Fig. 5. Example of selected infrastructure analysis.
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Fig. 6. Example of scenario processing for a selected small-scale disaster.

measures are implemented by the critical entity. For these parameters, the answer YES is selected in the column Identification of fac-
tors. Parameters that have not been identified by the evaluator are selected as NO and receive a value of zero in the level assessment.

For the parameters where a YES answer has been selected, it is then necessary to assess at what level the critical entity meets the
activities/measures defined by these parameters. This level is expressed as a score from 1 to 5, where the points assigned have the fol-
lowing significance.

1: The critical entity does not meet any activities/measures defined by the parameter.
2: The critical entity meets only the minimum range of activities/measures defined by the parameter (approximately 25%).
3: The critical entity meets the activities/measures defined by the parameter only partially (about 50%).

4: The critical entity meets most of the activities/measures defined by the parameter (approximately 75%).

5: The critical entity fully meets the activities/measures defined by the parameter.

The identification of parameters and the assessment of their level should be primarily carried out by the security liaison officer in
cooperation with the responsible managers of the infrastructure and processes concerned. However, the assessment process should
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of the critical entity Support Tool
- . Identification Level assessment
Resilience spheres [Variables Parameters [YES/NO] [1-5]
Entity resilience Risk management Risk management level Yes 5
Risk assessment methodology Yes 5
Implementation of safety and security standards Yes 3
Incident modelling Yes 2
Anticipation Preventive check Yes 4
Indicating disruption of critical entity resilience No
Security measures Physical protection Yes 4
Regime measures Yes 4
Crisis preparedness Responsibilities, obligations, and powers Yes 5
Staff education and training Yes 5
Security planning and documentation Yes 3
Continuity planning Yes 2
Infrastructure Monitoring and operation of  [Technical condition of infrastructure Yes 5
resilience infrastructure Maintenance, servicing, and testing of equipment Yes 5
Technical security of Mechanical barriers Yes 4
infrastructure Electronic surveillance and alarm devices Yes 5i
Cyber security Yes 4
Ability to detect incidents Monitoring of surroundings Yes 5
Incident detection Yes 4
Resistance level 79%

Fig. 7. Example of identifying parameters and assessing their level determining the critical entities resistance.

also involve external actors who depend on the delivery of essential services from the critical entity. In this way, the subjectivity of
the assessment will be partially counteracted. At the same time, it should be noted that the use of such approaches in management is
not uncommon [106]. This way of assessment allows this subjectivity to be transparently gathered in one place and acknowledged.

Step 4: Resilience component level assessment

Following the identification of the parameters and the assessment of their level, it is possible to proceed to the assessment of the
level of the individual components. To this end, weighting coefficients have been established for each parameter (see Tables 1-4).
These weighting coefficients reflect not only the significance of the parameters but also the variables that are determined by these pa-
rameters. The determination of the weighting coefficients was carried out in two phases using multi-criteria assessment methods,
namely Metfessel's allocation [107] and Fuller's triangle [108]. In the first stage, 100 points were distributed among the variables
within each component. In the second phase, the allocated points were further divided between individual parameters. The distribu-

Table 1
Weighting coefficients of parameters determining the critical entities resistance.

Variables 1st phase  Parameters 2nd phase  Weighting coefficients

Risk management 19 Risk management level 5 0.05

Risk assessment methodology 5 0.05

Implementation of safety and security standards 4 0.04

Incident modelling 5 0.05

Anticipation 10 Preventive check 6 0.06

Indicating disruption of critical entity resilience 4 0.04

Security measures 11 Physical protection 6 0.06

Regime measures 5 0.05

Crisis preparedness 18 Responsibilities, obligations, and powers 4 0.04

Staff education and training 4 0.04

Security planning and documentation 5 0.05

Continuity planning 5 0.05

Monitoring and operation of infrastructure 10 Technical condition of infrastructure 6 0.06

Maintenance, servicing, and testing of equipment 4 0.04

Technical security of infrastructure 17 Mechanical barriers 6 0.06

Electronic surveillance and alarm devices 6 0.06

5 0.05

Ability to detect incidents 15 Monitoring of surroundings 7 0.07

Incident detection 8 0.08

> 100 100 1.00
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Table 2
Weighting coefficients of parameters determining the critical entities robustness.
Variables 1st phase  Parameters 2nd phase ~ Weighting coefficients
Critical entity responsiveness 17 Time interval for activation of protective measures 9 0.09
Status of forces and assets 8 0.08
Incident management 12 Crisis management preparedness 6 0.06
Communication and sharing of information 6 0.06
Physical resistance of infrastructure 24 Fire resistance 8 0.08
Seismic resistance 8 0.08
Explosive resistance 8 0.08
Response to incidents 23 Incident mitigation 11 0.11
Maintaining the functionality of key technologies 12 0.12
Infrastructure redundancy 24 Reliability criterion 7 0.07
Redundant capacity availability 9 0.09
Temporary substitution of key technologies 8 0.08
> 100 100 1.00
Table 3
Weighting coefficients of parameters determining the critical entities recoverability.
Variables 1st phase Parameters 2nd phase Weighting coefficients
Financial resources 22 Allocation of financial resources for recovery 12 0.12
Availability of financial resources on time 10 0.10
Human resources 26 Human resources capacity 9 0.09
Human resources expertise 9 0.09
Availability of human resources in time 8 0.08
Recovery process 17 Disaster preparedness recovery processes 9 0.09
Restoring infrastructure function 8 0.08
Material resources 35 Ability to recover infrastructure functions 8 0.08
Repairability of key infrastructure technologies 10 0.10
Substitutability of key infrastructure technologies 9 0.09
Availability of spare parts and repairs on time 8 0.08
> 100 100 1.00
Table 4
Weighting coefficients of parameters determining the critical entities adaptability.
Variables 1st phase Parameters 2nd phase Weighting coefficients
Organisation management 18 Analysis of organisational processes 8 0.08
Management of organisational processes 10 0.10
Educational and development processes 32 Extent of vocational training 8 0.08
Quality of vocational training 8 0.08
Incident management training 10 0.10
Evaluation of training effectiveness 6 0.06
Innovation processes 21 Management process innovation 6 0.06
Innovation of measures and technologies 8 0.08
Investing in innovation 7 0.07
Implementation processes 29 Implementation of new processes 7 0.07
Implementation of management systems 7 0.07
Software implementation 7 0.07
Implementation of security measures 8 0.08
¥ 100 100 1.00

tion of points in both phases was implemented using Fuller's triangle and the resulting values were subsequently consulted with inter-
ested parties, i.e. selected critical entities.

The assessment of the critical entities resilience level through the individual components is then calculated by a weighted average
of the individual parameters (Formula 1).

k
C; =20 Piw, €Y
j=1

where C; = i-th component of critical entity resilience [%]; P; = j-th measurable item of critical entity resilience [score]; w; = j-th
weighting coefficient of the j-th measurable item of critical entity resilience in the interval (0;1); k = total number of parameters in
the i-th component.

At the end of the assessment, it is necessary to assess the achieved levels of each component. These resulting levels need to be
scaled into one of five categories that reflect the levels of resilience acceptability. The division of these levels is philosophically based
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on the FMECA method [109], which uses a five-point scale to determine the level of risk. By varying the extreme values of this scale
(i.e., the largest and smallest values of the set, i.e., 1 and 5 points), categories of acceptability levels of resilience components are es-
tablished see Fig. 8).

For components that have been categorised as low, inadequate or critical, it is necessary to retrospectively analyse their parame-
ters and establish resilience-building requirements.

Step 5: Determining requirements for strengthening the resilience

After selecting a component with a low, insufficient, or critical resilience level, it is necessary to proceed to the determination of
requirements for strengthening the resilience of the parameters determining this component. The requirements for strengthening the
resilience of the parameters are derived from the results of the assessment of their current state and are defined in the context of the
Organisational Resilience Standard [110].

- for measurable parameters with a value of 1 or 2, resilience strengthening through appropriate tools is required. These tools will
be defined as part of the follow-up research of this author team.

- for parameters with a value of 3 or 4, it is appropriate to strengthen resilience through appropriate tools, but based on the results
of a Cost-Effectiveness Analysis [111].

- for parameters with a value of 5, there is currently no need to strengthen their resilience.

The fifth step completes the process of assessing the critical entities resilience to small-scale disasters. It is appropriate to repeat
this process if the resilience of some parameters have been strengthened or the time period requiring a cyclical resilience assessment,
i.e. one year, has elapsed.

4. Conclusion

With the adoption of the Critical Entities Resilience Directive, a fundamental change in the perception of resilience in the critical
infrastructure system is taking place in the European Union. The existing approach based on the protection of critical infrastructure is
thus replaced by a new approach based on the critical entities resilience who are the owners or operators of this infrastructure. This
Directive obliges critical entities to take measures to increase their resilience but does not provide any methodological support. In this
context, however, it should be noted that a necessary starting point for fulfilling this obligation is knowledge of the current state of
critical entities resilience to small-scale disasters. The results of the resilience assessment will enable critical entities to identify vul-
nerabilities on the basis of which adequate technical, security, and organisational measures can be defined. For this purpose, the au-
thors of this article created the CERA (Critical Entities Resilience Assessment) method.

The essence of the CERA method is a comprehensive assessment of the entity and infrastructure resilience of critical entities. At
the core of this method is a procedure that allows critical entities to semi-quantitatively self-assess their internal resilience through
the individual factors that determine this resilience. The classification and definition of these factors is part of the CERA method. In
order to facilitate their application in the evaluation process, the authors of this article created the CERA Support Tool, which is sup-
plementary material to this article. A presentation of an example of a practical application of the proposed procedure is included in
the Results section of the article.

The CERA method is primarily designed to assess the internal resilience of critical entities providing essential services in techni-
cally oriented sectors. However, with some modification, it could also be used to assess the resilience of critical entities providing es-
sential services in socio-economically oriented sectors. The resilience assessment process should be carried out primarily by the secu-
rity liaison officer of the assessed critical entity in cooperation with the responsible managers of the affected infrastructures and
processes. However, the assessment process should also involve external actors who depend on the delivery of essential services from
the critical entity. In this way, the subjectivity of the assessment will be partially counteracted.

Finally, it should be noted that follow-up research should focus on identifying and analysing tools suitable for resilience building
at the level of individual factors. These tools should focus on both entity and infrastructure resilience. In the area of entity resilience,

1,1,1,1,1=>21.0 =>10% ]

<36% Critical resilience level

1,1,1,1,56=>2 1.8 => 36%

37-52% Unsatisfactory resilience level

1,1,5,5,5 =>23.4 =>68%

69-84% Acceptable resilience level

1,56,5,55=>042=>84%

- __J _J _J

« J _J _J _J

[ 53-68% Low resilience level

= 85% High resilience level

[ 1,1,1,5,5=>22.6 =>52%

5,5,5,5,56=>25.0=>100% J

Fig. 8. Categories of acceptability levels of resilience components.
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particular attention should be paid to the processes and resources of the organisation. In contrast, in the area of infrastructure re-
silience, attention should be paid in particular to technical and security measures.
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Appendix A. Factors determining the critical entities resistance

Variables and their parameters determining the critical entities resistance are presented in Table A.1.

Table A.1
Factors determining the critical entities resistance

Resilience spheres Variable

Variable description

Parameters

Entity resilience Risk management

Anticipation

Security measures

Crisis preparedness

Infrastructure Monitoring and operation

resilience of infrastructure

Technical security of
infrastructure

Ability to detect incidents

A set of processes for early risk assessment and management, including the
specification of incident scenarios.

A set of organisational measures and procedures for predicting the
occurrence of an incident due to exposure to a hazard.

A set of organisational and regime measures for monitoring and
physical/cyber protection of infrastructure.
A set of analytical-planning documents to increase the preparedness of a

critical entity for incidents and the fulfilment of connected security measures.

A set of technical measures for monitoring the technical condition of
equipment, its maintenance, servicing and testing.

A set of technical measures for monitoring and physical/cyber protection of
infrastructure.

A set of technical measures for infrastructure monitoring for early fault
detection and incident detection.

Risk management level

Risk assessment methodology
Implementation of safety and
security standards

Incident modelling
Preventive check

Indicating disruption of critical
entity resilience

Physical protection

Regime measures
Responsibilities, obligations,
and powers

Staff education and training
Security planning and
documentation

Continuity planning
Technical condition of
infrastructure

Maintenance, servicing, and
testing of equipment
Mechanical barriers
Electronic surveillance and
alarm devices

Cyber security

Monitoring of surroundings
Incident detection
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Risk management level consists of assessing the level of risk management activities coordination in order to increase the or-
ganisation resilience [112]. Attention is paid in particular to the level of implementation and execution of risk management
strategy, risk analysis, risk management, risk monitoring and risk management optimization.

Risk assessment methodology consists of assessing the level of applied risk assessment methodology [104]. As there are a number of
methodologies that allow risk analysis to be undertaken with different objectives, the assessment of the methodology is largely
based on the primary objective of the analysis (for the purposes of this assessment), i.e. assessing the extent to which the
methodology used allows an understanding of the risks leading to a significant reduction or interruption in the service provision
of the asset.

The implementation of safety standards consists of assessing the level of implementation of safety standards in the organisation.
Focal areas include risk management [113], information security [114] and health and safety [115]. In addition to the core safety
standards, standards from other specific safety-oriented areas can also be implemented, e.g. machinery safety [116].

Incident modelling consists of assessing the level of incident scenarios processing for identified risks. These scenarios can be de-
veloped at either a basic or detailed level. The essence of the basic level of scenario development is a qualitative or semi-
quantitative assessment of the incident development. These scenarios are developed using simpler methods [117] and intended, for
example, as input to further analyses or as a basis for understanding the problem. The essence of the detailed level of scenarios de-
veloped is a multivariate quantitative assessment of the likelihood and severity of the incident impact. These scenarios are devel-
oped using more sophisticated assessment methods, are based on quantitative data and are back-tested. Currently, digital twins are
increasingly being used for this purpose [118].

Preventive checks should be implemented by critical entity managers at all levels of management. The essence of preventive checks
is to obtain feedback on the current state of infrastructure, production and safety processes and the knowledge and skills of employ-
ees [119].

Indication of critical entity resilience disruption involves the use of methods and tools aimed at predictive indication of potential dis-
ruption of entity and infrastructure resilience [120,121].

Physical protection is the set of security services performed by security personnel to protect the infrastructure [122]. Regime
measures is possible to divide into physical and cyber. In the field of physical protection, it is set of security measures that mainly
secure the entry and exit to the infrastructure area, as well as the movement of people and assets within these areas [123]. In the
field of cyber protection, it is a set of security measures for the systematic protection of electronic or printed data of a critical en-
tity, e.g. information security management systems [114].

Responsibilities, obligations and powers consist of an assessment of the extent to which responsibilities, duties, authorities and roles
are defined when dealing with incidents and crisis situations [124].

Staff training and education consists of assessing the extent of training, the level of training and maintaining the practical skills of
staff to deal with incidents and crisis situations. To this end, occupational health and safety, fire protection, information technology
and, for technical staff, practical incident and crisis management training should be implemented by the critical entity management
[124].

Security planning and documentation consists of assessing the level of preparation of security documentation, in particular the emer-
gency plan and crisis preparedness plan of the critical entity [125].

Continuity planning involves assessing the ability of the organisation to continue to provide essential services, within an accept-
able timeframe and at a predefined volume, during an incident. It is primarily concerned with setting continuity policy, establishing
continuity objectives at relevant functions and levels, planning, implementing and managing processes to provide essential services,
or establishing guidelines and information for responding to an incident [126].

Technical condition of infrastructure consists of an assessment of the ability of the equipment to operate safely in terms of its
technical condition [116]. This includes, in particular, verifying the current technical condition of the equipment according to the
accompanying documentation or the local operating safety regulations, whether the equipment is still capable of fulfilling its pur-
pose and whether its condition or operation endangers the safety of work and operational activities.

Maintenance, servicing and testing of equipment consists of carrying out checks on the technical condition of the infrastructure, its
function and the services provided [127]. Based on the results of the technical inspection of the equipment, the required maintenance
and servicing should be carried out. It is also advisable to test the equipment by means of regular functional and stress tests.

Mechanical barriers include in particular fencing (i.e. protection of the perimeter of the element), grilles, roller shutters or locks
(i.e. protection of the shell of the element) to such an extent and with such technical parameters as to form a system of barriers
which, by their design and mechanical resistance, will meet the safety functions specified by the technical standards [128].

Electronic surveillance and alarm devices include in particular CCTV and access control systems, electrical fire alarms, alarm and
emergency systems, equipment for the detection of hazardous gases and vapours, equipment to limit the extent of leakage of haz-
ardous substances, special technical measures against unauthorized manipulation or a system for rapid shutdown of the facility or
equipment to such an extent as to provide protection of persons and infrastructure to enable timely and effective intervention in
the disrupted facility or equipment (for example [129]).

Cyber security is a set of measures to protect the computer systems and networks of a critical entity from unauthorized access and
from cybercrime, i.e. disruption, theft or misuse of the services provided or damage to hardware, software or electronic data [130].

Monitoring of surroundings is a set of methods, measurements, and tools (active/passive monitoring), including visual monitor-
ing, which identifies the current state of events in the vicinity of individual infrastructures, i.e. determining the status of their sys-
tems, processes, and activities [131]. They also ensure the systematic collection of information over time to prevent incidents, pro-
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vide a general overview and produce statistics on the current state of individual infrastructures and their surroundings/environ-
ment.

Incident detection involves a set of technical measures and tools for early detection of an impending incident (for example [132]).
These include sensors, detectors, alarms, software tools, warning systems, but also suitable tools for the analysis of undesirable con-
ditions.

Appendix B. Factors determining the critical entities robustness

Table B.1 and the following text present the variables and parameters determining the critical entities robustness.

Table B.1
Factors determining the critical entities robustness
Resilience Variable Description of variable Parameters
spheres
Entity resilience  Critical entity A set of organisational measures and procedures for reporting and managing Time interval for activation
responsiveness incidents. of protective measures

Status of forces and assets
Incident management A set of crisis management competencies and skills and methods of communication Crisis management
and information sharing during incident management. preparedness
Communication and sharing
of information

Infrastructure Physical resistance of ~ The ability of infrastructure to withstand the negative effects of natural, Fire resistance
resilience infrastructure anthropogenic and technogenic hazards through the material and structural Seismic resistance
resistance of these constructions. Explosive resistance
Response to incidents  The ability of the facility to prevent the spread of the effects of incidents and Incident mitigation
ensure the repairability of key technologies. Maintaining the functionality
of key technologies
Infrastructure The ability to immediately substitute the performance of a disrupted part of the Reliability criterion
redundancy infrastructure or to reinforce its capacity. Redundant capacity
availability

Temporary substitution of
key technologies

The time interval for activation of protective measures is used to assess the system response time for activation of key (primary) pro-
tective measures to ensure that losses are minimized when an incident occurs [22].

The status of forces and assets consists of an assessment of the availability of forces and assets available to the critical entity to
minimize the impact of the incident [22]. Forces and assets are required to interrupt the causes and address the impacts of an inci-
dent in the production process.

Crisis management preparedness is used to assess the level of capability and skills of the critical entity's crisis management to deal
with incidents and crisis situations [133].

Communication and Sharing of Information is used to assess the procedures, methods, and methods/channels for exchanging in-
formation between internal and external stakeholders during an incident, through voice and data transmission of information
over public and non-public telecommunications networks [134]. In crisis communication, the key is whether people's perceptions
match the reality of the situation and their ability to assimilate information during the incident.

Fire resistance is pragmatically assessed in the context of the ability of building structures to withstand the effects of fire, provided
that the load-bearing capacity, stability, integrity, and insulating capacity of the building structure are not impaired [135].

Seismic resistance of the building structure is then based on the ability to withstand the effects of an earthquake, and this due to suf-
ficient tensile strength and ductility [136].

Explosive resistance of the building structure is subsequently expressed by the ability of the structure to resist the effects of the ex-
plosion through active or passive protection against explosion [137].

Incident mitigation is the assessment of the ability of technology to prevent the spread of the consequences of an incident. In
the case of critical infrastructures, this includes, for example, automatic firefighting systems or automatic incident detection for
bridges and tunnels [138].

Maintaining the functionality of key technologies involves assessing the possibility of implementing repairs to key technologies
during an incident or crisis situation, e.g. through Public-Private Partnerships [139].

The reliability criterion consists of assessing whether the element meets the so-called reliability criterion. The higher the criterion,
the higher the safety can be expected. A system with N elements meeting the N-1 criterion is then able to operate without any disrup-
tion of function when any one element of the system (of this N-value) is disabled, i.e. with any combination of N-1 elements [140].

Redundant capacity availability consists of an assessment of the sufficiency of the capacity and speed of backup systems and mea-
sures to ensure the required performance/capacity of the infrastructure [141]. The basic ways to increase reliability include increas-
ing the faultlessness of systems by selecting the lowest possible serial reliability model, backing up key technologies, fuses, etc.

Temporary substitution of key technologies consists of assessing the possibility of immediate substitution of key technologies
without disrupting the performance of the infrastructure, e.g. by redirecting production to a backup system [142].
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Appendix C. Factors determining the critical entities recoverability

The variables and parameters determining the critical entities recoverability are presented in Table C.1.

Table C.1
Factors determining the critical entities recoverability
Resilience spheres Variable Variable description Parameters
Entity resilience Financial Availability of financial resources or reserves to finance rapid infrastructure Allocation of financial resources for
resources recovery. recovery
Availability of financial resources on
time
Human Availability of human resources with the necessary qualifications. Human resources capacity
resources Human resources expertise
Availability of human resources in
time
Recovery Processes that support rapid recovery of required infrastructure performance. Disaster preparedness recovery
process processes
Restoring infrastructure function
Infrastructure Material Availability of the necessary components to repair or replace damaged or Ability to recover infrastructure
resilience resources destroyed parts of the infrastructure. functions
Repairability of key infrastructure
technologies
Substitutability of key infrastructure
technologies
Availability of spare parts and repairs
on time

The allocation of financial resources for recovery consists of an assessment of the level and sources of funds allocated to the rapid
restoration of the required performance of the infrastructure [143]. Closely related to the allocation of financial resources is the
timeliness of financial resources, which is an assessment of how quickly and in what way financial resources are allocated to restore
infrastructure performance. Financial resources may or may not be earmarked and/or accumulated for a given (calendar) year in
advance on an ongoing basis (voluntary or statutory, etc.) (if not used, the funds are returned).

Human resource capacity consists of an assessment of the personnel amount that can be allocated to infrastructure renewal and an
assessment of their dislocation within the infrastructure [144]. Also related to human resource capacity is human resource expertise,
which is an assessment of the personnel qualifications in relation to infrastructure performance recovery requirements, and human
resource time availability, which is an assessment of the timeliness of the availability of the required personnel.

Disaster preparedness recovery processes consists of assessing the level of processes that control or deal with material resources, fi-
nancial resources/reserves and human resources. It is an assessment of the process of securing these resources for the recovery of
infrastructure functions from the perspective of emergency preparedness and preparation for the recurrence of small-scale disasters
[145].

Restoring infrastructure function consists of assessing the level of planning and recovery of infrastructure function due to small-scale
disasters [146]. This is the time and progress of infrastructure performance recovery after the incident has ended. The shorter the re-
covery time and the faster the performance increase, the faster the infrastructure performance is restored to the desired level.

Ability to recover infrastructure functions is an assessment of the level of infrastructure function recovery without the need for ma-
jor repairs. In particular, it involves restoring settings or resetting electronic parts of the system. If infrastructure function recovery
is not possible, it is necessary to have information on the repairability of key infrastructure technologies, which consists of an assess-
ment of whether a repair of a key infrastructure technology can be performed and what level of performance can be achieved after
the repair [147].

Substitutability of key infrastructure technologies consists in assessing whether each key infrastructure technology or part of it can
be replaced [148]. That is, whether it already exists on the market or can be manufactured and whether a replacement or spare part
to repair it can be installed at all (in particular, if there are any physical barriers to installation). Replacement means removing the
damaged part or the whole technology and replacing it with a part with an identical function. Capacity is in the sense of the (maxi-
mum) value for which the infrastructure is included in the critical infrastructure system (e.g. transport capacity or road capacity or
maximum flow of a distribution pipeline). The availability of spare parts and repairs on time is an assessment of how quickly damaged
key technology can be repaired or replaced and infrastructure performance restored to the desired level [149]. It is also necessary to
assess the speed of delivery of spare parts or technology components, as well as specialised instruments, tools and installation aids.

Appendix D. Factors determining the critical entities adaptability

Variables and parameters determining the critical entities adaptability are presented in Table D.1.

14



D. Rehak et al. International Journal of Disaster Risk Reduction 111 (2024) 104748

Table D.1
Factors determining the critical entities adaptability

Resilience Variable Variable description Parameters
spheres
Entity resilience  Organisation Processes related mainly to setting up the entire management system, values, and Analysis of
management rules of the organisation, setting up the organisational structure, managing resources, organisational processes
processes, and performance. Management of
organisational processes
Educational and Processes that support the knowledge, skills, and attitudes of critical infrastructure Extent of vocational
development processes entity employees. training
Quality of vocational
training
Incident management
training
Evaluation of training
effectiveness
Innovation processes Processes that support invention, science and research and the implementation of Management process
safety measures. innovation

Innovation of measures
and technologies
Investing in innovation

Implementation Processes of preparing the introduction of theoretically planned ideas, projects, Implementation of new

processes processes, systems, or solutions for further use. processes
Implementation of
management systems
Software implementation
Implementation of
security measures

Infrastructure In the infrastructure resilience sphere, no factors determining the adaptability of critical entities have been defined.
resilience

The analysis of organisational processes consists of assessing the flexibility of the critical entity's organisational structure [150].
Modern forms of organisational structure make companies more adaptable and able to meet the expectations of internal and external
customers. Following the analysis of organisational processes, it is also necessary to analyse the management of organisational
processes, which consists in assessing the way organizational processes are managed. Each organisation or part of it is managed in a
certain way which can be assessed [151].

Extent of vocational training consists of an assessment of the extent of training within the critical entity to enable the acquisi-
tion of specific expertise necessary for the reactiveness and restoration of infrastructure function. The assessment focuses primar-
ily on the number of personnel trained and the target group, i.e. for whom the training is intended [152]. In the context of the
extent of vocational training, it is also necessary to assess its quality. The quality of vocational training consists of an assessment of
the level of training that is provided or facilitated to the critical entity's workforce.

Incident management training consists of assessing the level of training and maintaining the practical skills of the organisation's
personnel to deal with small-scale disasters [153]. Also very closely related to incident response training is the assessment of train-
ing effectiveness, which consists of assessing how the effectiveness of training critical entity personnel is evaluated.

Management process innovation consists of assessing the level of management process innovation in a critical entity. Innova-
tions can be implemented at different time points, resulting in two ways of implementation. The first way is Business Process Re-
engineering, which assumes that a one-time change is necessary to "straighten out" processes that will cause a dramatic change
in performance in the organisation [154]. This is a radical intervention in the structure of the process and should bring immedi-
ate change. The second approach is Business Process Improvement, which assumes that a one-time change in the organization is
not only ineffective but also insufficient and even harmful. Therefore, it seeks only gradual business process change that is more
acceptable to the organisation [155].

Innovation of measures and technologies consists of assessing the extent of measures implementation and technological innovations
[156], which may focus, for example, on product innovation (which focuses on the creation or modification of the services pro-
vided), technology innovation (i.e. the equipment that creates the products) or process innovation (i.e. the ways in which the prod-
ucts are created).

Investing in innovation involves assessing the investment level by the critical entity in particular innovations (i.e., management
processes, technologies, and safety measures) and research and development [157]. A key indicator is not only the amount of these
resources, but also their adequacy, effectiveness and timeliness of expenditure.

A significant role in entity resilience is played by implementation processes [63], which include the implementation of new
processes, management systems, software, and security measures.

Implementation of new processes consists of a comprehensive assessment of implementation procedures and the use of implementa-
tion tools. Implementation of management systems consists of an assessment of the level of management systems implementation in
the critical entity. It is a complex set of interrelated requirements of quality, environmental and occupational health and safety stan-
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dards embedded in the overall corporate management system. Software implementation consists of an assessment of the level of imple-
mentation of new or upgrade of existing software (programming) based on the analysis of incidents, requirements and critical entity
needs. It also involves the implementation of actions aimed at ensuring security in cyberspace, such as securing information in infor-
mation systems, availability and reliability of electronic communications services and networks. Implementation of security measures
consists of an assessment of the level/status of implementation of solutions and security measures for the provision of essential ser-
vices, which have been designed on the basis of the information obtained about the incident.

The essence of critical entity adaptability is the strengthening of the organisation's processes in the face of incidents. For this rea-
son, no determining factors have been defined in the infrastructure resilience sphere.

Appendix E. Supplementary data

Supplementary data to this article can be found online at https://doi.org/10.1016/j.ijdrr.2024.104748.
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