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Abstract: Energy supply is currently considered a key area that is essential for the func-
tioning of the entire society, remaining one of the most fundamental sectors of critical
infrastructure worldwide. However, the functionality of energy systems is threatened by a
number of threats from various areas, such as natural influences, technological threats, ter-
rorism, and even state-supported organized attacks. For this reason, there is an active effort
by all interested parties to achieve a sufficient resilience and sustainability level of these
systems. Currently, various tools are used for this purpose, the essence of which is to ensure
the preparedness of energy systems. Primarily, basic dependable systems aspects are ap-
plied according to the planning documentation and according to the N-1 principle from the
transmission system code. These tools are functional and very proven in practice. However,
the sprawling threat landscape and the COVID-19 pandemic have shown that the use of
individual, separate tools may not comprehensively cover the entire area of preparedness,
especially for unexpected events or expected events of unexpected dimensions. To address
this challenge, the article takes up the professional abstract recommendation of ensuring
the preparedness of the entire system comprehensively, i.e., by involving all possible tools,
knowledge, and resources that the critical entity has. It proposes and tailors a Business
Continuity Management System (BCMS) for the energy domain. The approach covers
the entire management system of the organization, in which it establishes, implements,
operates, monitors, reviews, maintains, and improves the continuity of activities in terms
of key energy system functions. The aim is to ensure the sustainability of the functionality
of the given systems within acceptable ranges. The article presents the targeted BCMS
targets, building blocks, and representative implementation methods and tools. It is argued
that the proposal is ready for application in the specific area of energy critical entities and
systems by providing examples of partial implementation.

Keywords: energy; energy critical entity; sustainability; business continuity; BCMS; critical
infrastructure protection; tailoring and implementation

1. Introduction
Energy is one of the most important industries that is essential for the functioning

of society. For this reason, the European Directive was adopted in 2008 [1], on the basis
of which selected energy systems were identified as critical infrastructure elements. It
was subsequently necessary to ensure a sufficient resilience level for these elements, i.e.,
“the ability to reduce the magnitude and/or duration of disruptive events” [2]. In the long term,
however, it is necessary to ensure not only the required resilience level for critical energy
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systems, but also their sustainability. For this reason, energy sustainability is one of the
priority objectives of the European Union [3].

The energy organizational–technical systems under consideration are public or private
entities that own or operate critical infrastructures according to the Directive [4] in the
energy domain. Similar definitions can be found worldwide [5]. A sufficient resilience
level of energy critical entities is one of the important prerequisites for the long-term
sustainability of critical energy systems [6].

The sustainability of critical energy systems is currently philosophically based on
general approaches to sustainability. In principle, the three pillars of sustainability are
reflected in the organization’s context, i.e., social, economic, and environmental [7]. Within
these three pillars, effective technologies and practices, such as smart grids, energy-efficient
buildings, and industrial processes, are being implemented to support the sustainability of
critical energy systems [8].

Sustainability is understood in the sense that key energy system performance functions
or key performance indicators [9] are also provided in case of adverse events stemming
from different domains, including in particular the properties and capabilities of the energy
systems to protect the environment and climate [10] and related assessments and prepared-
ness [11], even if sustainability is increasingly used in the sense of being resilient [12,13].

In the context of the specifics of critical energy systems, their sustainability is also
strengthened through the application of the classical N-1 Criterion principle [14], which
ensures the redundancy of the energy infrastructure. This criterion ensures that a system
that is able to withstand an unexpected failure of one component of the system at any
time has an acceptable reliability level. The sustainability of critical energy systems is also
appropriately ensured through emergency preparedness [15], or short-term resilience [16].
Specifically, this involves the implementation of procedures from crisis plans, emergency
plans, and critical entities’ crisis preparedness plans.

In parallel with these measures, management approaches can also be used to sup-
port the sustainability of critical energy systems, but they are more oriented towards the
energy critical entities’ resilience. The core management approach of a general nature
is the risk analysis and management-generic ISO 31000 family, including recommended
methods [17–19]. By managing risks, critical entities minimize the likelihood of the dis-
ruption or failure of critical energy systems, thereby supporting their sustainability. This
approach is often reinforced by the implementation of related domain-specific management
systems, such as quality management [20], environmental management [21], organizational
resilience [22], crisis management [23], or business continuity management [24].

The generic concept of risk as advocated by Kaplan and Garrick [25] and Schoppe
et al. [26] and implemented in the ISO 31000 framework standards [27] has been often
challenged [28] but has greatly advanced and evolved [29,30], notably including the clarifi-
cation of terminology [31] and refinement of the definition of risk [32] and its ontological–
epistemological nature [33], and is by now a proven tool for increasingly domain-specific
practitioners in risk management [34].

ISO 31000 has a flexible applicability as a working framework for improving critical
energy infrastructure protection by adopting its five-step scheme, for instance, by using
lightweight semi-quantification [35] and nested tabular approaches [36], as well as the en-
ergy sector-specific adaptations of ISO 31000, e.g., to gas networks [37], electricity grids [38],
the oil industry [39], offshore wind energy production [40], and to photovoltaic, biogas, and
hydro power generation [41]. Therefore, the generic risk analysis and management stan-
dard ISO 31000 is well suited as an abstract framework for the sustainability management
objectives of critical infrastructure energy systems. The above reviewed examples of the
specific risk analysis and management applications of ISO 31000 are primarily intended for
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the effective and safe management of organizations’ socio-technical systems and businesses
regarding civil security and safety threats. However, this strongly hints that ISO 31000 can
also address, either in addition to or jointly, the risks on the sustainability objectives of
energy systems within similar adaptations of ISO 31000.

A more detailed analysis shows that risk management is mainly applied within the
framework of energy system security [42,43]. However, risk management in the context
of energy critical entities is given significantly less attention. Most approaches have long
been oriented generally at the level of organization risk management [44–46]. In this con-
text, the most appropriate management approach is the Business Continuity Management
System [24], which allows for increased organizational resilience to disruptive incidents,
reduced financial losses, and improved reputation and credibility with customers. It is
also worth mentioning that there are other approaches in the field of business manage-
ment, but they are more oriented towards strengthening the market potential of energy
entities through technological innovations [47–50]. Based on these facts, the aim of this
article is to present the possibilities of using a BCMS to strengthen the energy critical
entities’ sustainability.

The current work aims to go beyond sample applications of facets of continuity man-
agement and the BCMS to the energy sector. For instance, in Kohl [51], BCMS approaches
are reviewed from a general perspective only but are not applied to critical infrastructure
sectors. Kosmowski et al. [52] focus on cyber security and safety continuity management
in the energy sector. An application of a management system for business continuity for
the oil sector is given in Golebiewski and Kosmowski [53] and for energy supply at a
community level in Brattgard [54].

After the motivation of the application of the BCMS concept to ensure sustainability
in a broad sense for energy systems in Section 1, Section 2 further investigates the domain
of applications and further facets and gaps of the BCMS approach to be considered. Based
on this, Section 3 presents a structured BCMS approach tailored to the energy sector to
ensure the sustainability of its functions, services, and key properties, culminating in
an implementation process proposed. Section 4 critically summarizes the approach and
proposes further steps.

2. Materials and Methods
The essence of this part of the article is to define two key thematic areas on which the

achievement of the article’s goal is based. For this reason, first, the definitions of critical
energy systems and energy critical entities that own or operate these systems are given.
Subsequently, the definition of a Business Continuity Management System is given, which
can be used to strengthen the sustainability of energy critical entities.

2.1. Definition of Energy Critical Entities

Critical energy systems are energy systems that have been designated as critical
infrastructure. They are therefore facilities that are significant for the provision of essen-
tial services. An essential service in this context means “a service which is crucial for the
maintenance of vital societal functions, economic activities, public health and safety, or the envi-
ronment” [4]. Within the European Union, critical energy systems are classified into five
subsectors, i.e., electricity, district heating and cooling, oil, gas, and hydrogen.

Since 2022, owners and operators of the above-mentioned critical energy systems have
been designated as critical entities. When determining energy critical entities, the results
of the risk assessment must be taken into account and the following criteria (C) must be
applied [4]:

(C1) the energy entity provides one or more essential services;
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(C2) the energy entity operates in the territory of a European Member State and its critical
infrastructure is located there;

(C3) the incident would significantly disrupt the provision of one or more essential services
of the energy entity or of another critical entity that is dependent on the supply of
those essential services.

2.1.1. Categories of Energy Critical Entities

Based on the results of the risk assessment and the application of the above crite-
ria, energy critical entities are currently being gradually identified within the EU Mem-
ber States. These entities are classified into five categories (CECs) in the context of the
above subsectors:

(CEC1) The first category is energy critical entities falling within the electricity subsector.
Specifically, these are electricity companies, distribution system operators, trans-
mission system operators, and producers [55].

(CEC2) The second category is energy critical entities falling into the district heating and
cooling subsector. These entities include operators of heat and cooling production
facilities and operators of their distribution facilities [56].

(CEC3) The third category consists of energy critical entities falling within the oil subsector.
In this case, these are oil pipeline operators, operators of oil extraction, refining
and processing facilities, operators of storage and transmission facilities, and cen-
tral stock managers within the meaning of the Council Directive [57].

(CEC4) The fourth category is energy critical entities falling into the gas subsector. Specifi-
cally, these are distribution system operators, transmission system operators, stor-
age system operators, LNG facility operators, gas companies, and operators of
natural gas refining and processing facilities [58].

(CEC5) The fifth category is energy critical entities falling into the hydrogen subsector.
In this case, these are operators of hydrogen production, storage, and transportation [4].

2.1.2. Basic Tools and Measures for Energy Critical Entities

In accordance with the Directive [4], designated critical entities must adopt appropriate
and proportionate technical, security, and organizational measures to ensure their resilience.
This resilience is subsequently defined as the “ability to prevent, protect against, respond
to, resist, mitigate, absorb, accommodate and recover from an incident”; see, e.g., for similar
definitions [59]; for more abstract definitions, see, e.g., Mentges et al. [60]. It is now possible
to measure the energy critical entities’ resilience level and identify weaknesses based on
the results [9,61].

In the case of energy critical entities, publications are already available presenting
tools suitable for strengthening the resilience of these weak points [6]. One of the important
groups of these tools is the category of process tools, which include, for example, Integrated
Management Systems [62] or Business Continuity Management Systems [24]. A significant
benefit of this group of tools, especially BCMS, is that they can be used not only in the
short term, but also in the context of ensuring the long-term sustainability of energy critical
entities [63,64].

2.2. Definition of Business Continuity Management System

To successfully manage an unexpected event or crisis, effective preparation of the
entire entity is always necessary. Since it is impossible to know in advance the exact nature
of the event or crisis (timing, place of occurrence, speed of development, or more detailed
specifications), it is necessary to keep all responsible persons and necessary resources in
a state of readiness for action at all times [65]. Ultimately, however, this always assumes
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that all necessary organizational, personnel, material, and infrastructural prerequisites are
prepared, in operation, and constantly maintained so that it is possible to act optimally
and to be structured, if necessary, even in the long term [66]. The unexpected dimensions
of a crisis often also require a number of other abilities and skills, such as improvisation,
flexibility, creativity, adaptability, and decisiveness [67].

2.2.1. Background of Business Continuity Management System

The crisis preparedness of an organization, including an energy critical entity, is mostly
understood as an internal matter, especially in relation to addressing internal organizational
risks [67]. In the context of current requirements and the security situation, however, there
is a need to perceive the entity’s crisis preparedness in a more comprehensive way, namely,
as a set of organizational, methodological, and material–technical measures, most often
carried out by the entity’s management in accordance with applicable legal standards, the
entity’s crisis plan, and the current state of the entity’s crisis environment [68].

The importance of implementing risk management and business continuity is an often-
mentioned element of organizational governance. The Sendai Framework [69] declares
that entities need to integrate disaster risk management, including business continuity, into
business processes through disaster risk-informed investments. Tools supporting Territorial
Risk Analysis and Mapping play a significant role in this area, for example [70].

Nowadays, every organization is exposed to risks from both the internal environment
(e.g., personnel or process risks) and the external environment (e.g., natural disasters or
cyber-attacks). In order to respond to these risks correctly and effectively, it is necessary to
have an effective risk management system in place [71]. The Business Continuity Manage-
ment System is one of the latest risk management frameworks that enables organizations
to improve their resilience to effectively cope with identified risks [72]. The comprehensive
implementation of risk management and continuity management throughout the entire
company structure helps to effectively respond to crises and thus ensures the smooth
operation and competitiveness of the company [73].

The high rate of negative incidents occurring worldwide encourages organizations and
entities to design and implement their own customized business continuity management
system, in many cases based on BCMS [74]. According to Sahebjamnia et al. [75], the goal
is always to prepare for any potential disruption to the provided function. Through the
implementation of a BCMS, an organization or entity will obtain appropriate Business
Continuity Plans (BCP) that will enable it to respond effectively and efficiently to potential
incidents or crisis situations [76].

2.2.2. Perception and Grasping of Business Continuity Management System

A Business Continuity Management System is that part of the overall management
system of an organization or entity that establishes, implements, operates, monitors, re-
views, maintains, and improves the continuity of activities [24]. It is an organization’s
Business Continuity Management System that includes the organizational structure, poli-
cies, planning activities, responsibilities, practices, procedures, processes, and resources
to achieve the organization’s stated objectives. Business continuity is understood as the
strategic and tactical capability of an organization in terms of preparing for and responding
to incidents and disruptions to restore operations to a predetermined level.

Business continuity management (BCM) forms part of supply chain risk management
and is an important competitive factor for companies by ensuring the smooth functioning
of critical business processes in the event of a failure [72]. BCM refers to a set of principles,
policies, and tools to support organizations in maintaining their critical business pro-
cesses [77]. This is a systemic procedure aimed at guaranteeing the continuous functioning
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of the entity in the event of unforeseen disruptions or crises [78]. BCM is a strategic process
that seeks to identify and assess potential risks, formulate comprehensive plans to mitigate
these risks, and maintain the smooth functioning and operational efficiency of an entity
during periods of disruption [79]. BCM practices enable organizations to remain resilient
and robust [80]. BCM increases the organization’s resilience, as it can help maintain the
entity’s essential services and also ensures planned resumption of operations if necessary
and in a degraded mode [81].

Interest in business continuity is growing. This is evidenced by the upward trend in
research publications on the topic of continuity. This fact is demonstrated, for example, in an
article by Sadeghi [82]. The global COVID-19 pandemic has provided practical evidence of
the need for a system that ensures business continuity even during extraordinary negative
incidents. It has caused unprecedented disruption to communities and organizations
around the world [83,84]. In addition, the COVID-19 pandemic has affected the readiness
of organizations regarding the maturity of organizations’ available BCMS operations [85].

Organizations realize that without business continuity plans, the consequences can
lead to the loss of profit at best and, at worst, complete business closure [84,86]. The study
of Fani and Subriadi [87] shows that organizations with a Business Continuity Plan have a
better chance of ensuring business continuity. However, each organization has different
methods and approaches to creating a BCP.

Another concept that can motivate managers to implement a BCM in their organi-
zations is asset management [88]. The main objective of this standard is to prepare an
organization for effective asset management. However, a key topic that remains unexplored
in the field of asset management is how an organization manages its assets during inci-
dents. It is in this regard that incident response planning, risk management, and business
continuity plans can help an organization in an effective and efficient manner [89].

From the research conducted, it can be deduced that it is possible to work with a
BCMS in a way that makes it helpful in any industry or corporate environment [90]. The
relevancy of a BCMS to counter the negative impacts of various disruptions also applies to
the energy sector [91]. Johnstone and Kivimaa [92] point to the need and willingness to
embrace disruptions regarding innovations in the energy sector. These linkages concern
both the technology itself and the organizational aspects from the perspective of corporate
governance. However, in the present article, we continue to show that disruption manage-
ment for energy systems by tailoring the BCMS approach is promising for the energy sector.
The result is a positive push for effective industrial policy and continuity, which can better
manage and help manage unexpected incidents.

3. Results
The following text presents the implementation of the Business Continuity Manage-

ment System to the critical entity environment in the energy sector. The implementation
process and the management of the continuity of the energy critical entity itself are specified
in more detail. Strategies for the continuity and recovery of processes and strategies for se-
curing key resources are supplemented. A basic manual for creating a Business Continuity
Plan is also outlined. The conceptual framework for the implementation of a BCMS into an
energy critical entity environment is presented in Figure 1.

A description of the individual phases of BCMS implementation into the environment
of an energy critical entity is provided in the following text.
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3.1. Energy Critical Entity Approach to BCMS Implementation

The business continuity management system is always implemented within the energy
critical entity environment based on a management decision, as also confirmed by Johnstone
and Kivimaa [92]. The BCMS is based on the BCMS Policy document. The BCMS Policy
provides a framework for setting the entity’s business continuity objectives and includes
a commitment to meet the relevant requirements. The energy critical entity implements
and operates the BCMS in accordance with the recommendations of the standard [24] and
includes four basic phases, which are based on the principle of the Deming cycle [93]:

(P1) Understanding the energy critical entity’s activities;
(P2) Creating BCMS strategies;
(P3) Developing and implementing plans;
(P4) Testing and maintaining BCMS.

To establish, implement, operate, monitor, maintain, and improve the BCMS, the en-
ergy critical entity uses a process approach, again according to ISO 22301 [24]. A continuous
improvement approach is applied to all phases of the BCMS.

3.1.1. Understanding the Energy Critical Entity’s Activities

Within the analytical activities of this phase, key process domains, processes, and
activities are identified that enable the energy critical entity to meet business objectives. At
the same time, the impacts of the disruption/interruption of individual processes on the
entity and their development over time are assessed. With regard to the magnitude of the
impacts, priorities for the restoration of disrupted processes are determined. The correct
setting of objectives and restoration priorities is very beneficial for the entity [82].

This phase of BCMS implementation also includes identifying threats that may cause
process disruptions. Where effective and beneficial, appropriate measures are implemented
to cover the identified threats. To ensure the effective analysis of the impact of an energy
critical entity disruption over time, it is appropriate to use the Business Impact Analysis [94].
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Another essential activity is risk assessment. This step is a fundamental to gain
an overview of which risks are a priority for a given organizational unit [95,96]. Both
internal and external risks are assessed. The basic risk assessment may be followed by the
determination of various scenarios of anticipated incidents.

The outputs and evaluation of this phase are subject to regular annual review. At the
same time, any significant change in the organization of an energy critical entity, e.g., the
introduction of a new service or the launch of a new application, must be accompanied by
a review of the outputs of this BCMS phase.

3.1.2. Creating BCMS Strategies

The outputs from the analysis phase, i.e., understanding the energy critical entity’s
activities, are important for creating effective BCMS strategies. The strategies set the
entity’s approach to implementing and operating the established BCMS, setting roles and
responsibilities, securing the necessary resources, setting up communication about the
incident, etc.

3.1.3. Developing and Implementing Plans

In the event of an incident, business continuity plans are developed to support the
provision of activities within individual process domains or within the organizational units
of an energy critical entity.

Plans are developed as a priority for process domains where the greatest impacts in the
event of a disruption of activities were identified during the analytical work. The BCP must
ensure that in the event of an incident, the activities of the organizational unit are restored
within the RTO (i.e., Recovery Time Objective), which is determined within the framework
of the Business Impact Analysis (BIA). The RTO represents the time frame for restoring
disrupted activities to a specified minimum acceptable level [97]. Each BCP also lists the key
applications that support the processes and activities being performed. Well-established
processes strongly focus on restoring key products or services [98,99], similar to keeping
systemic performance functions within acceptable limits in case of resilience engineering
for critical infrastructures; see, e.g., Haring et al. [9].

Another planning document used to quickly restore the system to normal operation is
the Disaster Recovery Plan (DRP). It focuses on restoring the functionality of the system
after a disaster.

3.1.4. Testing and Maintaining BCMS

Regular tests of plans, which applies to both BCP and DRP, are held periodically at set
intervals. Specific dates are determined for the organizational unit by its guarantor. Plans
must also be updated whenever significant changes occur within the energy critical entity
that may affect the recovery procedures. In addition to regular tests of plans, a review of
contact information in individual plans (telephone directories, supplier contacts, service
departments, etc.) must be performed at least once every 6 months.

The scope and complexity of the planned tests must increase over time. Planned
testing (applicable to both the BCP and DRP testing of individual applications) is classified
into three levels:

(T1) The simplest type of test is a plan completeness check, which includes a theoretical
review of the completeness of the information contained in the plans.

(T2) The second level of test is a theoretical walkthrough of the plan, i.e., a plan com-
pleteness check extended by a theoretical review of specific recovery procedures, and
verification of knowledge of the roles of individual team members and their mutual
communication.
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(T3) The last level is simulation tests, i.e., the practice and verification of individual proce-
dures and team interactions according to pre-prepared scenarios [100–102].

The updating process is not limited to the plans themselves, but also includes regular
reviews of strategies, considering the periodic repetition of impact analysis and risk assess-
ment. Given the constantly evolving environment, it is also appropriate to consider some
possible elements of BCM improvement [72].

3.2. Business Continuity Management Strategy

The purpose of business continuity management strategies (BCMS strategies) is to
identify the requirements and needs for ensuring the continuity and recovery of energy
critical entity processes in the event of their disruption or interruption. In the event of
incidents, the key functions of the energy critical entity will be maintained, or they will be
restored to the required level and at the times identified in the BIA.

Strategies approved by management are subsequently developed into plans and
procedures for ensuring continuity and processes recovery. The strategies also include
decisions on taking measures to address identified risks that may interrupt or limit the
activities of an energy critical entity. In practice, individual adjustments and different
approaches to the details of BCP processing are common [87].

3.2.1. Initial Assumptions

The business continuity management strategies of an energy critical entity are based
on ensuring the continuity and key process recovery domains and processes within the
RTO times as determined in the BIA and approved by the entity’s management.

The performance of processes within the main process domains depends on the func-
tioning of other (supporting) process domains and on the key resources provision, such
as employees, information and communication technologies, and buildings. The require-
ments for continuity and supporting processes recovery are based on the requirements for
securing resources for the main processes.

Therefore, in order for the approved strategies to be implemented, the energy critical
entity employees must participate in the preparation of appropriate plans and, in the
event of an incident, in the implementation of the recovery procedures described in the
appropriate plans. Appropriate resources, i.e., human, material, technical, information, and
financial, must also be provided [65]. The continuity management strategy is approved by
the energy critical entity’s management [68].

3.2.2. Roles and Responsibilities

The energy critical entity’s Chief Executive Officer (CEO) has primary responsibility
for establishing, implementing, operating, monitoring, maintaining, and improving the
BCMS and overall incident preparedness [68]. To ensure an effective and efficient BCMS,
additional tasks are assigned to individual persons. These tasks relate to all levels of entity
management, i.e., from BMC managers, through guarantors of given sections, through
specific resolvers, to individual employees. The tasks are primarily focused on preparation,
documentation processing, training, testing, management, and established cooperation in
resolving the incident.

A Crisis Team is established in the company to resolve incidents. The usual com-
position of the team includes a team leader, his or her deputy, a BCP coordinator, and
other members of the crisis team, e.g., representatives of information technology, building
management, and physical security. To ensure the effectiveness of crisis teams [103], their
structure can be classified into three management levels, which are described in more detail
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in Figure 2, which can be seen as confirmation of best practices for the energy sector; see,
e.g., Hiles [104].
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3.2.3. Incident Reporting, Assessment, and Management

Each employee reports all incidents to their superior. Reporting is performed up
to the level corresponding to the Crisis Team Leader for the organizational unit. The
Crisis Team Leader performs an initial assessment. Based on the classification of the
incident into the appropriate level (see Figure 3), he or she activates the relevant part of
the BCP. The Crisis Team Leader primarily protects the health and lives of employees and
proceeds in accordance with the rules of fire protection, OHS, and the local evacuation plan.
Subsequently, the Crisis Team Leader manages the restoration of processes according to the
developed BCP.
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The type of event may be different for different organizational units and may indicate
a different level of incident. For example, in some cases, an incident of a key system failure
will be indicated in the order of hours, in other processes in the order of days. Defining
incidents and indication levels should be performed individually in each BCP according to
the results of the BIA [94].

3.2.4. Communication Strategy

A communication strategy serves to establish procedures, methods, and ways/channels
for sharing information between internal and external stakeholders during an incident [105].
Reporting and providing information to all interested parties (i.e., owners, employees, reg-
ulators, IRS units, family members, etc.) about an incident is governed by established
procedures that need to be included in an internal order.
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The company’s spokesperson is responsible for communication with the public and
the media. Apart from the spokesperson, no one else is allowed to communicate with
the media or to provide information about the situation—employees always refer to the
company’s spokesperson.

3.3. Business Continuity and Recovery Strategy

The continuity and recovery strategy for process domains and processes results from
the requirements for their recovery, determined within the framework of the BIA. As a
result of an incident, multiple processes can be disrupted simultaneously; it is therefore
important to set priorities for their recovery already at the planning stage [106].

3.3.1. Recovery Priorities

Priorities for ensuring the processes recovery and activities are set in the BCP created
at the level of the organizational unit or process domain. Specific BCPs determine the
priority of individual activities, especially in cases of critical employee absence or outages
of key applications [86].

The parameter that determines the requirement for the speed of process recovery in
the event of an interruption is the Recovery Time Objective (RTO). This is the time period
in which it is possible and effective to restore the functionality of an interrupted process
(by activities performed within the process domain or organizational unit). When setting
the RTO of processes, the maximum acceptable process downtime is considered.

3.3.2. Priorities and Level of BCP Processing

BCPs are processed as a priority for the most critical process domains. At various levels
of detail, BCPs must be processed at the level of all process domains/organizational units.

For process domains with low recovery priority (1 week or more), the BCP can be
processed to a minimum extent—composition of the crisis team, incident reporting, com-
munication strategy, contact details. Priorities for maintaining/restoring activities are
determined by the Crisis Team only at the moment of the incident.

3.4. Key Resource Acquisition Strategy

Internal and external resources are used to ensure continuity and key processes re-
covery. To meet the requirements for process availability in the event of an incident, it
is necessary to ensure the availability of human, informational, technical, material, and
financial resources [107]. Proper allocation of these resources is also essential [108].

Specific resource requirements that are important for ensuring process continuity
and recovery are identified in the BIA. In the vast majority of processes, the most impor-
tant resources from the perspective of process operation and continuity are operational
applications and employees.

3.4.1. Human Resources

Employees, their skills, and their expertise are the most valuable asset of an energy
critical entity. The staffing requirements for processes within individual process domains
are mapped in detail within the framework of the BIA reviews and are kept up to date.

Detailed information on the requirements for human resources (standard and mini-
mum numbers), important for ensuring the continuity and recovery of activities, is provided
in the BCP. In the case of incidents with an impact on human resources (e.g., epidemics,
mass accidents, or building fires), the BCP sets the priorities and level of performance of
activities within the process domain or organizational unit [109].

The BCP also includes options for employees to work from home, or their willingness
to temporarily relocate to an alternative location. The requirements for employees in resolv-
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ing and eliminating the consequences of incidents are specified in the BCP or determined
by crisis team leaders.

3.4.2. Information Technology

The dependence of energy critical entities on information technology and operational
applications (ICT/OCT) is very significant [110]. In the vast majority of process domains,
the failure of key applications of ICT/OCT will cause a disruption/interruption of activities.
The disruption of activities in key applications is not limited to just one organizational unit
but can affect a large part of the energy critical entity’s functioning.

The options for alternative methods of performing activities when key applications
are unavailable are very limited, ineffective, and in many cases completely impossible. The
performance of activities when applications are unavailable is described in detail in the or-
ganizational unit’s BCP. In the event of an incident, the restoration of application availability
is fully within the competence of the Information Technology Services Department.

3.4.3. Buildings

The entity’s processes are implemented at headquarters, regional branches, or busi-
ness locations, which are significant assets of process domains/organizational units. The
implementation of the BCMS in combination with asset management [88] allows energy
critical entities to be prepared for effective asset management during incidents. This mainly
concerns ensuring the availability of assets in the appropriate quantity and quality required
to manage specific incidents.

The list of buildings is kept up-to-date in a separate document. The performance of
processes within individual process domains and organizational units does not have to
be significantly dependent on a specific workplace. In the event of the unavailability of
one of the organizational units (e.g., due to a fire), the performance of activities can be
ensured in the form of working from home or a substitute organizational unit. There can
be several reasons for the unavailability of organizational units, and they are mainly due to
their geographical location [82].

A replacement organizational unit is usually established in another facility of the entity,
often by preparing a replacement organizational unit in a matter of hours (installation
of computer equipment, connectivity to IT systems, etc.). A specific option for ensuring
activities in the event of the unavailability of the primary location is always specified in
the BCP.

3.5. Manual for Creating BCP

The following text is a basic guide to creating the BCP and is divided into two parts,
namely, Generation and Review, Updating, and Monitoring.

3.5.1. Generation

Most of the recommended parts of the BCP have already been mentioned in the text
above. Creating the BCP is a lengthy process and requires the involvement of well-selected
affected employees, including the entity’s management [92]. The following core persons
are proposed: responsible representatives of general management, financial management,
technical management, and the operational management of energy systems, persons re-
sponsible for key performance functions as identified in the BCP as well as experienced
practitioners and stakeholders representative of service users. It is advisable to form a group
of people who will be responsible for creating the BCP. They can then cooperate/consult
with other employees of the energy critical entity on individual parts of the plan.

At the beginning of the manual creation, it is appropriate to create a general structure
that will respect the continuity of the individual steps (chapters) of the BCP. During the
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actual creation, it is then necessary to respect these connections. The outline of the BCP is
not clearly defined in advance, but in the case of energy critical entities, it is appropriate for
the BCP to contain the parts presented in Figure 4.
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3.5.2. Review, Updating, and Monitoring

The created BCP then needs to be assessed. The primary assessment is the suitability,
adequacy, and effectiveness of the impact analysis, risk assessment, solution strategies, and,
ultimately, the entire plan. The assessment is carried out using reviews, analyses, exercises,
tests, incident reports, etc. The assessment is carried out at planned intervals, after an
incident, after activation, or when significant changes to the plan occur. Testing is also an
important part of the effort to improve the effectiveness of the plans [72].

4. Conclusions
The importance of the energy sector is undeniably very high because energy has

long been the primary sector of critical infrastructure. However, even this sector is not
immune to incidents that can cause the failure of the provided services. Such failures
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often lead to the limitation of basic functions of society and industry. Hence, the long-term
efforts of the affected energy critical entities to eliminate such negative impacts, or also
the effort to quickly and effectively restore the disrupted functions, are evident. Currently,
a comprehensive approach to the overall entity’s resilience analysis and management to
control overall risk is often used in this regard.

One of the tools that can significantly contribute to strengthening this resilience
management by ensuring the continuity and business relevancy contextualization of the
provided energy functions is the BCMS. It is systematically focused on the sustainability
of the functionality of the given systems. This work showed that its application is also
possible in the specific environment of energy critical entities. We discussed why a BCMS
and business continuity in general are a possible appropriate management framing to
ensure the advanced overall risk control and resilience generation of socio-technical energy
entities of the transitioning energy supply sector. It was seen that the analytical–engineering
core of the assessment can be defined to form risk and resilience analysis, quantification,
and improvement.

The article presented the following basic aspects of the implementation of the BCMS in
the environment of a critical entity in the energy sector based on exploring the application
domain and the concepts, aims, and approaches summarized as the BCMS: (i) the critical
energy entity’s approach to implementing the BCMS, (ii) the energy critical entity’s business
continuity management strategy, (iii) the process continuity and recovery strategy, (iv) the
key resource provision strategy, and (v) the manual for creating a Business Continuity Plan.
This article showed how existing best practices can be tailored and amended for the energy
sector for each of these proposed steps.

Energy BCMS plans are beneficial for various levels of energy critical entity manage-
ment. Primarily, these are people in the top level of the energy critical entity’s management
(i.e., deputies and executive director), including the BCM manager and the security man-
ager. Other important subjects are all responsible persons who may be affected by the
continuity objectives and the Business Continuity Plan. These are mainly heads of organi-
zational units and other key employees. The article provides all these persons with a basic
overview of the key aspects for ensuring business continuity according to the BCMS.

The introduction of a Business Continuity Management System into the environment
of energy critical entities can bring a number of advantages and benefits. Thanks to the BIA,
the commonly used classic risk assessment is supplemented with an impact analysis from
the perspective of business objectives. This way, the key elements, domains, processes, or
people of the entity are better and more comprehensively identified and perceived. The
strategies created will also help these entities respond better to an incident or negative event.
The continuity management strategy provides clear roles and responsibilities in the event of
an incident, clear procedures for reporting and managing the event, and also a uniform and
effective communication style. The process recovery strategy identifies recovery priorities
and recovery requirements. The key resource strategy provides a comprehensive list of
necessary commodities. Last but not least, the BCP clearly and effectively summarizes all
the basic aspects needed to ensure continuity goals.

The article is conceived in a general way, considering the wide variability of organi-
zational units of energy critical entities. This general level may be perceived as a certain
deficiency that may discourage responsible managers from implementing a BCMS in the
environment of an energy critical entity. However, the different specifications of individual
organizational units do not allow further research at this level. It is possible to apply
separate research to the specific conditions of individual energy organizational units in the
future. This should always be focused on a specific organizational unit and thus reflect its
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unique environment and specifications. Such research will be very individual and specific.
However, this research will also be based on the basic aspects presented in this article.
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